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Introduction

An increasing number of non-linear loads, such as computers, office equipment and frequency
converters are currently being connected to the public electricity distribution network. Electrical
equipment of this type affects the power quality in the network in a negative way and is frequently
more sensitive to disturbances than older equipment. For these reasons, it has never been more
important to measure and monitor power quality in the electricity distribution network, in order to
detect disturbances before serious and costly faults occur.

PQ Secure is the result of targeted efforts by Unipower and our customers to create an advanced,
user-friendly and reliable power quality monitoring system.

PQ Secure consists of three main components; the recorder, communication equipment and a
specially designed analysis and evaluation program, PQ Secure. The PQ Secure system uses a
standard database to store all measured data. This means that advanced analyses have become
possible, opening up completely new evaluation opportunities.

In order to simplify the use of your PQ Secure system we have divided the documentation into three
separate manuals:

PQ Secure Installation manual  describes the installation procedures for the recorders and the
system’s software

PQ Secure User manual describes the configuration and use of the system’s software

Technical manual describes how the recorders and the system works from a
technical viewpoint and which parameters are stored
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1 SAFETY INFORMATION

This section contains basic safety instructions relating to this product, which are always applicable
unless expressly stated otherwise. Read through all the information before starting work on the
product.

Only authorized and well-informed personnel must use the recorders, because normal use of
the instrument involves dangerous high voltages, which can cause death or serious injury. Only
trained Unipower personnel may carry out any intervention in the measuring instrument.

1.1 Installation conditions

Make sure the area in which you plan to install the measure instrument is clean, dry and dust-free.
Follow these recommendations to maintain a safe working environment and to avoid accidents:

e Avoid installing and handling the instrument if there is a risk of thunderstorms, as these can
cause injury or damage.

e Ensure that the installation site has no uninsulated wires and standing water near the
measuring instrument.

e The instrument case must never be dismantled under any circumstances.

e Make sure that no loose or hanging items, e.g. chains, bracelets, etc., can cause problems
during installation.

e Use gloves and a helmet if there is a risk you might come into contact with live components.
¢ Follow the applicable electrical rules at the installation site.

e Never work on electrical installations on your own.

12 Installing the instrument

The following conditions must be met in order to achieve the best measurement results, to avoid
installation errors and to minimize the risk of accidents:

e Always connect the transducers to the inputs of the measuring instrument before turning on
the power.

¢ Never connect/disconnect the transducers while the measuring instrument is live.

e Make sure that the measuring instrument is always connected to protective earth before
measuring transducers are installed and during the measuring process.

e Use the measuring device within the electrical ratings indicated on the transducers or on the
case of the measuring instrument.

1.3 Power supply

Use a "clean™ and regulated power source, free of surges and line noise. If a suitable DC voltage
source is available this is preferred choice. If there is no station/internal battery backup, Unipower
7
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recommends that you connect the instrument to an external UPS type battery source in order to
prevent power failure disturbances.

Note: The meter may only be powered off if the instrument is not connected to power.

Always protect the power supply with a two amp 2A fuse in each conductor (phase and neutral).

14 Used products

After use, the product must be disposed of in accordance with the relevant national laws relating to
waste handling. The product contains components, such as lithium batteries, which must be handled
correctly in order to prevent environmental pollution/damage. Contact your local authority for
advice.

2 UNDERTAKING AND WARRANTY

Unipower undertakes to comply with the requisite legislation and recommendations relating to
marketing and product liability.

21  Liability

Unipower AB reserves the right to make changes to the instrument or in the instrument specification
as described in this manual without notice. Unipower AB encourages customers to obtain the latest
version of all documentation before making a purchase.

In the absence of a written agreement with the other party, Unipower AB does not accept liability in
respect of customers' failure to observe clauses and copyrights of Unipower and its suppliers, and
third-party products of systems or applications. Unipower AB cannot be held liable for
circumstances in which license agreements expire for systems or applications installed in the
customer's property. In addition, Unipower AB or its suppliers cannot be held liable for direct or
indirect faults that occur when our products are installed or used.

Unipower AB cannot be held liable for material damage or personal injury arising during the use of
our products if such damage/injury has been caused by a failure to observe guidelines and health and
safety rules.

2.2 Warranties

Unipower AB warrants the absence of material or manufacturing faults during the warranty period.
The warranty is limited to one year from the date of delivery inclusive. The warranty does not apply
if:

- the product fault is caused by the customer's incorrect handling

- the product has been used beyond the intended area of application

- the product has been opened by the customer or by a third party

- the purchaser or a third party has attempted to repair, or made modifications to, the item

In the event of a claim for repair under the warranty, Unipower AB is entitled to choose whether to
repair or to replace the product. The purchaser's claim under the warranty must be made in writing to
Unipower AB before the warranty expires. Items must not be returned without Unipower’s prior
written authorization.

If the purchaser claims that the product is not in accordance with Unipower’s product specification,
full details of the claimed infringement must be submitted. Compensation will not be provided until
the fault has been documented and approved by the manufacturer. Apart from the warranty
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obligations above, Unipower AB is not bound by other warranties or obligations unless these have

been agreed between the parties or are imposed by law.

2.3 Patent

Unipower AB’s products are covered by one or more of the following patents/patent applications:
Swedish Pat. No. SE525331

Chinese Pat. No ZL200380109063.0

European Pat. No. EP1581816

German Pat. No EP11341

U.K. Pat. No 1581816

French Pat. No EP11341

US Pat. No US 7,640,118 B2
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3 COMPONENTS OF THE PQ SECURE SYSTEM

PQ Secure is a collective name for a permanently installed measuring system for the continuous
monitoring of power quality in the electricity network. It consists of three parts - the measure device,
communication equipment and a computer for storing the measured data.

A PQ Secure system can have the following configuration:

PQ Secure system overview

LANMWAN
= RS-232 (B9
= RS-232/RS-485

ik Converter
atabase
SQL-Server Bl RE-466
B
Router
— ] 10Base-T _fH=S

Ethernetor =

Corgmun:;aﬂon [ telecommunication | ‘GSM'"‘“’"‘
omputer network /

qu_em___.f--"";\‘*‘-——~ TN
e ~_Internal mo d_e_m’

Measure Units
(UP-2210, Unilyzer 801/902)

Figure 1

PQ Secure is a highly advanced and fully automated power quality monitoring and control system-
easy to configure and use. After the system and all its recorders are installed, any necessary
configuration changes can be made directly from the office, without the need to go to the installation
sites.

10
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3.1 Measuring device

The measuring device UP-2210 is an advanced, 3-phase power quality and disturbance analyzer
designed for permanent installation.

Figure 2

3.2 Communication

All measured data is automatically transferred from the meter to the server. There are several options
for communication between the recorders and the computer center. The recorders may be equipped
with RS-232, RS-485, built-in modems and Ethernet ports. This means that communication is
possible using a range of media, such as a standard telephone lines, signal cables, GSM phones, local
computer networks, etc. Different meters can use different communication options within the same
system, creating a highly flexible communication solution. .

3.3 Portable recorder Unilyzer 900 / Unilyzer 900c / Unilyzer 902

The recorders Unilyzer 902/900/900c are portable power quality and disturbance analyzers. They can
also be integrated in a PQ Secure system together with permanently installed meters. .

-0

Figure 3
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34 Software

The PQ Secure system consists mainly of four programs performing different functions. The system
is built around a Microsoft SQL server, which stores all information about the system as well as the
measure data. The client computers and communication computers later use this information when
they contact the measuring devices and when they perform analyses.

PQ Secure Main program of the system. Used to present measure data from the
SQL database, and to configure the system.

PQ Online Used to present real-time values from the recorders, and to configure
the meters.

PQ Schedule Manages communication with the recorders and transfers their measure
data to the SQL database.

PQSM PQ Secure System Manager. Server software, which handles a

periodic reports, limit calculations, alarms, PQ Ports etc.
PQS DB Wizard Only used when the PQ Secure database is being installed and updated.
UniLauncher Software/service used to automatically connect to meters.

Microsoft SQL Server is also needed for the operation of the system, this software is purchased
separately.

12
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\
Communication- Database- Client computer
server server
Software: Software: Software:
PQ Schedule SQL-Server PQ Secure
Automatic download Storage of measure - System overview
from meters and storage information from meters - Eventlist
of measurement data in - Graphic evaluation
the database - Automatic report
genereation
- System configuration

Software: Software:

PQ Online PQS DB Wizard

- Real time analysis Tool for installation or
- Configuration of meter upgrade of database

Figure 4

3.4.1 Server performance

The required server performance depends on which PQ Secure application is being used. Unipower
or our representatives can help you with choosing the right computer/server solution.

Data growth in the database is ca 0,35 to 0,9 GB per Meter per Month (MM) depending on
configuration. With standard configuration 0,54 GB/MM is a good average. This includes all data,
both statistical and events.

When dimensioning a server for a system, use this figure to estimate hard disk requirements. Assume
a server lifetime 4-5 years.

Meter 1year 5years Storage volume
1 Meter 0,32 1,6 GB
10 Meters 3,21 16,05 GB
20 Meters 6,42 32,10 GB
50 Meters 16,05 80,25 GB
100 Meters 32,10 160,50 GB
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4 INSTALLING PERMANENT RECORDER UP-2210

The installation process involves fitting the measuring device in an existing equipment cabinet or
similar recorder at the selected installation site. This includes the connection to existing instrument
transformers and the chosen communication equipment. The connection to the instrument
transformers must only be made by qualified electrical installers or equivalent personnel to prevent
injury during installation. We recommend making the connections to the measure core and only in
exceptional cases directly to the relay cores.

4.1 Location and fitting

UP-2210 is designed to be installed in an equipment cabinet, so as it is strong and durable. However,
you should still think carefully about the environment, which should be clean and dry and have a
normal ambient temperature. The communication with the unit can also influence where the unit is
installed.

Figure 5

The figure above shows a UP-2210 installed in typical a Swedish substation (130/10 kV), where the

voltage and current inputs are connected via existing terminal boxes, which in turn are connected to

existing instrument transformers.

The UP-2210 can be used with all standard connection options, and can measure both line-to-neutral

and line-to-line voltages.

Note: If the recorders are used with external/internal modem, keep in mind that phone lines
are easily affected by lightning. Modems usually don’t have lightning protection.
Unipower recommends that external lightning protection is installed between the phone
line and modem in exposed locations, in order to protect the recorder from damages
caused by lightning.

14
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4.2 Installation diagram

The UP-2210 recorder can be mounted on the door or on the wall of the equipment cabinet. For
mounting dimensions, refer to the drawing below. When mounting the meter, leave enough room at
the side to prevent the contacts from getting jammed.

It is important to install the recorder as close as possible to the measured object. When installing the
unit, also bear in mind the type of communication facility you will be using, for example close to the
window for a GSM modem, near a telephone outlet for an external modem, etc.
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clearance 80 mm | 204.2 N
‘ ey
|
O \*(&
o2
0D AT ient-
aVvls] | Yerown ;ravc s:ec;\t ?irt‘dM itor ©
5 T owe uality vionito
Bl2
2|9
3
5
8|3
2s Model: [UP-2210 |
= o Serial Number: [ l
E Power Supply: [85 - 264 V AC (110 - 365 V DC) ] P
H o
7 Frequency: |45 - 65 Hz | § 30
— E Current Inputs: [0 - 6 A AC RMS | ]
— = Voltage Inputs: [0 - 275 V AC/DC RMS | § z0
I e Digtal Outputs: [0 - 100 mA AC/DC RMS |
3 B m Digital Inputs: [24 - 250 V DC | %
nl,+D
E 5F.0
= g g =10
Status e s
Indicator ———|____ = g § ‘:‘%
LED g S
_E L —Tal| o~ O
H X—
= e
H 8 ~\\‘\ St S
Cl m —y e Made in Sweden
i = Ce A A \O www.unipower.se o ;’g;
o B e e 5.0
8 g é e W ooty ZP. o
w
gl +D| A
m < | O
% USB MODEM g "0 (J
g > '_oq)
Tq 30 By 0]
: L £ 7
Paint masked for ground connection, et 149 -
this hole only.
Figure 6

15



[
UNIPOWER
LI

Installation manual PQ Secure

Intemal Modem Port ——.
N

N 2158
AR
N ! )
USB Port — .i I
i e L
65
\
Clearance for Clearance for
conneciors. connectors

Figure 7- side view

Note: Make sure there is sufficient room to link all connectors. A minimum 20-30 mm is

required.

The display module connector needs 80 mm clearance.
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4.3 Connection points

There are a number of connection points on the UP-2210 for connecting to the measured object and
for communication links. The connections are described below:
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28
HE
813
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Current Inputs: [0 -6 A AC RMS
Voltage Inputs: [0 - 275 V AC/DC RMS
Digtal Outputs: [0 - 100 mA AC/DC RMS
Digital Inputs: |24 - 250 V DC
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Figure 8

>

Digital outputs. The digital outputs are relays, which can be used for alarms and for
controlling other equipment. The recorder can also be programmed to activate the digital
outputs under certain conditions, for example when a transient of a certain level is recorded.
The digital outputs are configured using the PQ Online program.

W

Digital inputs. The digital inputs are galvanically isolated with a common for each group of
8 inputs. The digital inputs are used for a range of applications, providing completely new
monitoring opportunities. The UP-2210 can for example be used as a fault recorder. You
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©

I O M m

r

Note:

have the option of capturing various types of power quality events, for example switch
connections, relay status, etc. The digital inputs can also be used for monitoring other events,
for example when the door of a particular station is opened or closed, the temperature, status,
etc. The digital inputs are easily configured using the PQ Online program.

Connection for the Graphical display unit, which can be supplied as an option.

RS-232 connection for direct communication with the Computer. This connection is
primarily used for configuration of the unit at site, and can always be used regardless of the
other communication options.

RS-232 connection for communication with External modem.
Connection for RS-485 communication, which is available as an option.
RJ-45 connection for 10-BaseT Ethernet communication, which is available as an option.

Connection for Power Supply. If a suitable DC voltage source is available this is a preferred
choice. If there is no station/internal battery backup, Unipower recommends that you connect
the instrument to an external UPS type battery source in order to prevent power failure
disturbances. The cable connected to the power supply unit of the UP-2210 unit must be 0,25
—2,5mm2 (23 — 12 AWG) and fitted with a 2A fuse. Local installation regulation must
always be considered. For stranded cables we recommend fitting with a connector. If an AC
supply is used, the phase is connected to the positive (+) input and the neutral conductor is
connected to the negative (-) input on the UP-2210 recorder. Always ensure that the UP-2210
unit is grounded (earthed), using the input marked with the ground symbol.

UP-2210 recorder has 4 differential current channels (the range is stated on the front label).
The current channels are designed for direct connection to the existing current transformer
(CT) secondary side. It is important to connect the current channels with the correct polarity;
otherwise the power charts displayed by the recorder will be incorrect. Connect the current
channels in accordance with the wiring diagrams shown later in this manual. The current
inputs should be connected with 0,25 — 2,5 mm2 (23 - 12 AWG) cable. Local installation
regulation must always be considered. For stranded cables we recommend fitting with a
connector.

UP-2210 recorder has 4 differential voltage inputs (the range is stated on the front label).
There are two inputs for each channel, with polarities marked as plus (+) and minus (-). The
voltage inputs are designed for the direct measurement of line-to-neutral voltages in low
voltage networks as well as for connection to potential transformers (PT) secondary circuit in
high voltage networks. Remember to connect the polarities correctly, because incorrect
polarity on the voltages channels will shift the voltage signal through 180°, affecting the
power calculations. Connect the voltage channels in accordance with the wiring diagrams
later in this manual. The voltage inputs should be connected with 0,25 — 2,5 mm2 (23 - 12
AWG) cable. Local installation regulation must always be considered. For stranded cables we
recommend fitting with a connector.

RJ-6/4 connection for communication with Internal modem, which is available as an option.
USB connection for communication with external PC.

When connecting to CT or PT existing ones are preferably used. For new installations
we recommend same type/class as being used in metering circuits.
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4.4 Connection alternatives

In the electric grid there are multiple configurations of instrument transformers (PT= Potential
Transformer, CT= Current Transformer). The UP-2210 recorders support all standard 1-phase and 3-
phase connections. The recorder is configured using PQ Online, where all the common connections
methods with their respective wiring diagrams available and a graphical explanation. Here it is also
possible to set the transformer ratios as constants.

441 1-phase measurement with direct voltage and one CT (Line-to-neutral voltage]
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Figure 9

The above wiring diagram is used for single-phase measurement in low voltage networks. The
voltage channels of the unit are connected directly to the electricity network for measuring line-to-
neutral voltage (230 V) and therefore do not require an instrument transformer (PT). However, the
current channels are connected to existing instrument transformers, allowing the measurement of
high currents, e.g. directly from the secondary side of a power transformer. Always protect the
voltage inputs with a 1A fuse in each conductor (red conductor). The connection for this type of
measurement is as follows:

Channel: Measured object: Channel: Measured object:
Ul+ = L1 1+ = CT+
ul- = (Neutral) 11- = CT- (Grounded)
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442 3-phase measurement with direct voltage, 3 CT “s and neutral (Line-to-neutral voltages)
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The above wiring diagram is used for three-phase measurement in low voltage networks. The voltage
channels of the unit are connected directly to the electricity network for measuring line-to-neutral
voltages (230 V) and therefore do not require any instrument transformers (PT). However, the
current channels are connected to existing instrument transformers, allowing the measurement of
high currents, e.g. directly from the secondary side of a power transformer. Always protect the
voltage inputs with a 1A fuse in each conductor (red conductor). The connection for this type of
measurement is as follows:

Channel: Measured object: Channel: Measured object:
Ul+ = L1 11+ = L1CT+

Uul- = (Neutral) - = L1 CT- (Grounded)
U2+ = L2 12+ = L2 CT+

u2- = (Neutral) 12- = L2 CT- (Grounded)
Us+ = L3 13+ = L3CT+

us- = (Neutral) 13- = L3 CT- (Grounded)

Note: In power quality standards such as EN 50160 and the Swedish SS 421 18 11 (low voltage
guality standard) measurements in low voltage networks are always based on line-to-
neutral voltages, i.e. Unum= 230V. This means that it is important to connect the unit for
line-to-neutral voltages and not for line-to-line voltages.
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443 HV 3-phase measurement with 2CT's and 2PT'’s (Line-to-line voltages)
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Figure 11

The above wiring diagram is used for three-phase measurement in networks with 2 CT’s and 2 PT’s.
The voltage channels of the unit are connected to PT’s for measuring line-to-line voltages (normally
110 V AC secondary), and the power is calculated in accordance with the Aaron 2-wattmeter
method. The current channels are connected to CT’s (normally 1 - 5 A AC secondary). Two channels
are measured while the third current and voltage values are calculated from the measured channels.
Always protect the voltage inputs with a 1A fuse in each conductor (red conductor) on the secondary
side of the PT. The connection for this type of measurement is as follows:

Channel: Measured object: Channel: Measured object:
Ul+ = L1-L2 PT+ 11+ = L1CT+

Uul- = L1-L2 PT- (Grounded) - = L1 CT- (Grounded)
U2+ = L3-L2 PT- (Grounded) 13+ = L3CT+

u2- = L3-L.2 PT+ 13- = L3 CT- (Grounded)

Note: If this method is used, the recorder will automatically calculate the third line-to-line
voltage (uLs-L1) and the current 12. This configuration is normally used in medium
voltage networks.

Note: In this configuration the constants for U1-U3 must be the same. Also the constants for
11-13 must be the same. This is because the missing U2/12 is calculated by the
instrument.
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444 HV 3phase measurement with 2CT's and 3PT's (Line-to-line voltages)
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The above wiring diagram is used for three-phase measurement in electricity networks with 2 CT’s
and 3 PT’s. The voltage channels of the unit are connected to the PT’s (normally 110 V AC
secondary), for supplying line-to-line voltages, and current channels are connected to the CT’s
(normally 1 - 5 A AC secondary). Always protect the voltage inputs with a 1A fuse in each
conductor (red conductor) on the secondary side of the PT. Two current channels are measured and
the third is calculated by the measuring instrument. The connection for this type of measurement is
as follows:

Note:

Channel:
Ul+
U1-
U2+
u2-
U3+
Us-

Measured object: Channel
L1PT+ 11+ =
L2 PT+ - =
L2 PT+ 13+ =
L3PT+ 13- =
L3 PT+

L1PT+

Measured object:
L1CT+
L1 CT- (Grounded)
L3CT+
L3 CT- (Grounded)

If this method is used, the recorder will automatically calculate the current 12. This
configuration is normally used in medium voltage networks.
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445 HV 3-phase measurement with 3CT's and 2PT'’s (Line-to-line voltages)
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The above wiring diagram is used for three-phase measurement in electricity networks with 3 CT’s
and 2 PT’s. The voltage channels of the unit are connected to PT’s (normally 110 V AC secondary),
for supplying line-to-line voltages, and current channels are connected to CT’s (normally 1 -5 A AC
secondary). Two voltage channels are measured and the third is calculated in the measuring
instrument. Always protect the voltage inputs with a 1A fuse in each conductor (red conductor) on
the secondary side of the PT. The connection for this type of measurement is as follows:

Note:

Channel: Measured object: Channel: Measured object:
ul+ = L1-L2 PT+ 11+ = L1CT+
uil- = L1-L.2 PT- (Grounded) - = L1 CT- (Grounded)
U2+ = L3-L2 PT- (Grounded) 12+ = L2CT +
u2- = L3-L2 PT+ 12- = L2 CT - (Grounded)
13+ = L3CT +
13- = L3 CT - (Grounded)

If this method is used, the recorder will automatically calculate the third line-to-line
voltage (ULs-L1). This configuration is normally used in medium voltage networks.
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446 HV 3phase measurement with 3CT's and 3PT's (Line-to-line voltages)
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Figure 14

The above wiring diagram is used for three-phase measurement in electricity networks with 3 CT’s
and 3 PT’s. The voltage channels of the unit are connected to PT’s (normally 110 V AC secondary),
for supplying line-to-line voltages, and current channels are connected to CT’s (normally 1 -5 A AC
secondary). Always protect the voltage inputs with a 1A fuse in each conductor (red conductor) on
the secondary side of the PT. The connection for this type of measurement is as follows:

Channel:
Ul+
Ul-
U2+
u2-
U3+
Us-

Measured object:
L1PT+
L2 PT+
L2 PT+
L3 PT+
L3 PT+
L1PT+

Channel:
11+
11-
12+
12-
13+
13-

Measured object:
L1CT+

L1 CT- (Grounded)
L2 CT+

L2 CT- (Grounded)
L3CT+

L3 CT- (Grounded)

Note: This configuration is normally used in medium voltage networks.

24



[
UNIPOWER
LI

Installation manual PQ Secure

447 447 HV 3-phase measurement with 3CT’s and 3PT's [Line-to-neutral voltages)
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The above wiring diagram is used for three-phase measurement in electricity networks with 3 CT’s
and 3 PT’s, when you want to store the line-to-neutral voltage instead of the line-to-line voltage. The
voltage channels (+) of the unit are connected to PT’s positive polarity (normally 110 V AC
secondary), meanwhile the negative polarity of voltage channels (-) from the unit and transformer are
connected to protective ground. Current channels are connected to CT’s (normally 1 -5 A AC
secondary). Always protect the voltage inputs with a 1A fuse in each conductor (red conductor) on
the secondary side of the PT. The connection for this type of measurement is as follows:

Note:

Channel: Measured object:
Ul+ = L1PT+

ul- = (Grounded)

U2+ = L2 PT+

u2- = (Grounded)

U3+ = L3 PT+

u3s- = (Grounded)

Channel: Measured object:
11+ = L1CT+

- = L1 CT- (Grounded)
12+ = L2 CT+

12- = L2 CT- (Grounded)
13+ = L3CT+

13- = L3 CT- (Grounded)

When this method is used, the voltages are measured to ground. Therefore, configure
the unit for a 4-Wire system (In PQ Online: 4-Wire). This method is used when focus is
on disturbance analysis in medium voltage networks. In power quality standards, like

EN 50160, measurements are based on line-to-line voltages.
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448 HV/MV Earth fault monitoring via channel U4

In high impedance grounded MV networks the voltage in the transformer’s ground point is of
interest to study. Earth faults and emerging earth faults can be detected by analyzing the ground
point voltage.

If there is an available connection to the ground point voltage (like in Figure 16) we recommend
connecting it to channel U4.
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Figure 16
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45 Vector graph for correct connection

To check and certify a correct connection of the measuring instrument you can use the program
PQOnline. In PQOnline, under “Real time Analysis” a tab called “Vector”. This tool is a good
controller to verify that you have plugged in phases correctly and turned the ammeters in the right
direction. If a correct connection is done the voltage phases should be separated with 120 degrees,
with the first phase (the read phase) pointing to the right in the graph. See Figure 17.

The currents are generally leading the voltages. This may vary in different systems. How far ahead
the currents are can vary in different systems.

If e.g. the blue current phase is pointing downwards you have probably turned the ammeter the
wrong way, try changing direction on it and the problem should be fixed.
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Figure 17
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46 Recommended practices
Below, recommendations are given for a number of common network situations.

46.1 Impedance grounded 3-wire systems

Typical examples: MV distribution networks in a 3-phase, 3-wire network without neutral conductor
impedance grounding (Petersen coil with/without resistor) is common. Figure 18 shows the
secondary side of the transformer and the grounding impedance.

B
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Figure 18

When an earth fault occurs the transformer neutral point voltage Un rises. Measuring this voltage is a
good indicator of earth faults and can be used to track them.

Connect your UP-2210 to measure line-to-line voltages U1-U3 and phase currents 11-13 according
to one of the sections 4.4.3, 4.4.4, 4.4.5 and 4.4.6 depending on how many PT/CT there are.

Connect channel U4 to measure the transformer neutral point voltage Un.
Channel 14 is normally not used. Connect it to ground.

46.2 Effectively (directly) grounded 3-wire systems
Typical examples: HV distribution and transmission networks.

HV networks are 3-phase, 3-wire networks without neutral conductor. Direct grounding is common
here.

Connect your UP-2210 to measure line-line voltages U1-U3 and phase currents 11-13 according to
one of the sections 4.4.3, 4.4.4, 4.4.5 and 4.4.6 depending on how many PT/CT there are.

Channels U4 and 14 are normally not used. Connect them to ground.
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46.3 Isolated (ungrounded] 3-wire systems

Typical examples: Industrial MV networks.

In a 3-phase, 3-wire network without neutral conductor it is also common to isolate the network and
leave it ungrounded.

Connect your UP-2210 to measure line-line voltages U1-U3 and phase currents 11-13 according to
one of the sections 4.4.3, 4.4.4, 4.4.5 and 4.4.6 depending on how many PT/CT there are.

Channels U4 and 14 are normally not used. Connect them to ground.

46.4 Low voltage 4- or 5-wire systems

In a 4-wire network with neutral conductor or 5-wire network with neutral and ground connectors
phase (line-neutral) voltages should be measured.

Connect your UP-2210 to measure line-neutral voltages U1-U3 and phase currents 11-13 according
to section 4.4.2.

Connect channel 14 to measure the neutral current.

Channel U4 could be used to measure the voltage between neutral and ground. If it is not used,
connect it to ground.

46.5 Alternative connection option for MV/HV 3-wire systems

From a Power Quality point of view line-to-line voltages should always be measured (see sections
4.6.1,4.6.2 and 4.6.3). This is in accordance with existing Power Quality standards like EN 50160.
As an alternative, from a disturbance point of view, you could choose to measure line-to-ground
voltages instead. With this configuration you can see earth faults per phase. This configuration is
mainly a tool for analyzing disturbances.

Connect your UP-2210 to measure line-to-neutral voltages U1-U3 and phase currents 11-13
according to section 4.4.8.

If the system is impedance grounded, connect channel U4 to measure the transformer neutral point
voltage Un.

Channel 14 is normally not used. Connect it to ground.

4.7 Digital inputs and outputs

The UP-2210 can be equipped with 8-32 digital inputs and 2-4 digital outputs. They can be used to
record external events to the PQ Secure system, or send signals to other equipment in case of a sag/
swell or transient. These inputs/outputs are used in a similar way if the recorder is used as a fault
recorder.

The configuration of the digital inputs/outputs is made via the PQ Online program. For more
information about this, please see the “PQ Secure User manual”. These functions are optional
modules.
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4.7.1 Connection of digital inputs

By connecting a signal voltage to the UP-2210’s digital inputs from external equipment (e.g. circuit
breaker, harmonics filter), events can be registered and recordings can be triggered as a result of
change in the digital signal.

The UP-2210 is activated on positive flanks, which means that the trig takes place when the signal

changes from a zero value to the upper limit. If you have signals with normally high values, active,
you can via the configuration in PQ Online invert the signal to trigger events when the signal drops
to zero.

UP-2210
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Figure 19

4.7.2 Connection of digital outputs

By connecting the UP-2210 digital outputs to another external equipment or system, the UP-2210
can send a digital HIGH signal in the event of a disturbance (transient or sag/swell). Outputs are
activated when the recorder detects a disturbance, and close the built-in relay.
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Figure 20
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o INSTALLING PERMANENT RECORDER UP-2210-R

The installation process involves fitting the recorder in an existing 19-inch cabinet at the selected
installation site. The recorder is also connected to existing instrument transformers and the chosen
communication equipment. Working with transformers must only be done by qualified personnel to
prevent injury during installation. We recommend making the connections to the measure core and
only in exceptional cases directly to the relay cores.

5.1 Location and fitting

UP-2210-R is designed to be installed in a 19-inch cabinet. You should make sure that environment
is clean and dry and has a normal ambient temperature. The mode of communication with the unit
can also influence where the unit is installed.

Figure 21

The figure above shows a UP-2210-R. The UP-2210-R can be used with all standard 3-phase
connection options, and can measure both line-to-neutral and line-to-line voltages.

Note: If the units are used with external/internal modem, bear in mind that phone lines are
easily affected by lightning. Modems usually don’t have lightning protection. Unipower
recommends that external lightning protection be installed between the phone line and
modem in exposed locations, in order to protect the unit from damages caused by
lightning.
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5.2 Installation diagram

The UP-2210-R meter has a standard 19-inch enclosure with a 2U module height (88mm). For exact
measurements see below front, top view and rear view. When mounting the recorder, leave enough

room at the rear to prevent the contacts from getting jammed.

It is important to install the recorder as close as possible to the measured object. When installing the
unit, also bear in mind the type of communication you will be using, for example close to the
window for a GSM modem or GPS, near a telephone outlet for an external modem, etc.
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Note: Make sure that there is enough room to connect the communication equipment.
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5.3 Connection points

There are a number of connection points on the UP-2210-R for connecting to the measured object
and for communication links. The connections are described below:
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Figure 25

A. Digital outputs. The digital outputs are relays, which can be used for alarms and for
controlling other equipment. The recorder can also be programmed to activate the digital
outputs under certain conditions, for example when a transient of a certain level is recorded.
The digital outputs are configured using the PQ Online program.

B. Digital inputs. The digital inputs all have galvanic isolation with a common terminal for
each group of 8 inputs. The digital inputs are used by the fault recorder application. You have
the option of capturing various types of power quality events, for example switch
connections, relay status, etc. The digital inputs can also be used for monitoring other events,
for example when the door of a particular station is opened or closed, the temperature, status,
etc. The digital inputs are easily configured using the PQ Online program.

C. Connection for the Graphical display unit, which can be supplied as an option.

©

RS-232 connection for direct communication with the Computer. This connection is
primarily used for configuration of the unit at site, and can always be used regardless of the
other communication options.

RS-232 connection for communication with External modem.
Connection for RS-485 communication, which is available as an option.
RJ-45 connection for 10-BaseT Ethernet communication, which is available as an option.

I o mm

Connection for Power Supply. If a suitable DC voltage source is available it is the preferred
choice. If there is no station/internal battery backup, Unipower recommends that you connect
the instrument to an external UPS type battery source in order to prevent power failure
disturbances. The cable connected to the power supply unit of the UP-2210 unit must be 0,25
—2,5mm2 (23 - 12 AWG) and fitted with a 2A fuse. Local installation regulation must
always be considered. For stranded cables we recommend fitting with a connector. If an AC
supply is used, the phase is connected to the + input and the neutral conductor is connected to
the - input on the UP-2210. Always ensure that the UP-2210 unit is grounded, using the input
marked with the ground symbol. The UP-2210 can be ordered with different DC supplies.
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. The recorder has 4 differential Current channels (the range is stated on the label). The

current channels are designed for direct connection to the existing instrument transformer
(CT) secondary side. It is important to connect the current channels with the correct polarity;
otherwise the power charts displayed by the recorder will be incorrect. Connect the current
channels in accordance with the wiring diagrams later in this manual. . The current inputs
should be connected with 0,5 — 4 mm2 (23 - 12 AWG) cable. Local installation regulation
must always be considered. For stranded cables we recommend fitting with a connector.

J. The recorder has 4 differential voltage inputs (the range is stated on the label). There are two
inputs for each channel, with polarities marked as plus (+) and minus (-). The voltage inputs
are designed for the direct measurement of line-to-neutral voltages in low voltage networks as
well as for connection to instrument transformers (PT) secondary circuit in high voltage
networks. Remember to connect the polarities correctly, because incorrect polarity on the
voltage channels will shift the voltage signal through 180°, negatively affecting the power
calculations. Connect the voltage channels in accordance with the wiring diagrams shown
later in the manual. The voltage inputs should be connected with 0,25 — 2,5 mm2 (23 - 12
AWG) cable. Local installation regulation must always be considered. For stranded cables we
recommend fitting with a connector.

K. RJ-6/4 connection for communication with Internal modem, which is available as an option.

r

Ref/SENSE inputs (optional). Connect these inputs to an accurate voltage reference typical
the normal PT voltage output. The instrument will calibrate the standard voltage inputs
U1-U3 to the inputs L1-L3. U1-U3 can be any high bandwidth voltage signal without
absolute accuracy, for example a capacitive divider. When the meter is equipped with
Ref/SENSE calibration channel U4 is disabled.

54 Ref/SENSE Calibration (optional)

This function is typically used for accurate harmonic measurement. Standard PTs have limited
frequency response which makes the harmonic measurement less accurate. To overcome this
problem a capacitive divider or any type of high bandwidth signal can be used. Often there is a
temperature or impedance demand that might cause these high bandwidth signals to be less accurate.
To compensate for the error in the high bandwidth signal, three additional voltage inputs L1-L3 are
used. L1-L3 are connected to a more exact voltage reference like the signal from a standard PT.

54.1 Ref/SENSE Connection

Connect the output from a PT to L1 and enter the constants for the PT ratio in PQOnline. Connect
the output from high bandwidth signal to U1 and enter the actual expected voltage of this signal in
PQOnline reference “U1-3 actual” (typical value is 63.5V). Make sure that L1 and Ul measure on
the same phase. Repeat the steps for channel L2-U2 and L3-U3. The high bandwidth signals will
now be calibrated continuously to the accurate reference signal for each phase. This means that all
parameters measured will have an accurate reading.
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5.5 Front panel

On the front panel is a USB connector for communication with external PC. There is also a green and
red status LED. They have the following meanings:

Green Red LED | Meaning
LED (left) | (right)
ON OFF Normal operation

OFF ON (fixed) | Error. System self-check has failed. Contact support.

ON ON (blink) | Normal operation and time is synchronized with GPS (only if GPS is
connected)

If a GPS is connected both LEDs will blink shortly every 10 seconds. This indicates that information
is received correctly from the GPS unit. If you connect the GPS and this blink doesn’t occur,
troubleshoot the cable and port baud rate setting etc. Refer to chapter 8.

5.6 Connection alternatives

The electricity network contains different configurations of instrument transformers (PT = potential
transformer, CT = current transformer). The UP-2210-R recorders support all the standard
connections. The unit is configured using PQ Online, which includes all known connection options
as pre-sets, with the relevant wiring diagram stored and illustrated using graphics. The software also
allows you to define the constants for the potential and current transformers used (PT, CT).

56.1 Single-phase measurement with direct voltage and one CT (Line-to-neutral voltage)
See 4.4.1.

56.2 3-phase measurement with direct voltage, 3 CT “s and neutral (Line-to-neutral voltages)
See4.4.2

56.3 3-phase measurement with 2CT’s and 2PT's [Line-to-line voltages)
See4.4.3

564 3-phase measurement with 2CT's and 3PT’s (Line-to-line voltages)
Seed.4.4

5B6.5 3-phase measurement with 3CT's and 2PT's [Line-to-line voltages)
See 4.4.5

56.6 3-phase measurement with 3CT's and 3PT's [Line-to-line voltages)
See 4.4.6

5.6.7 3-phase measurement with 3CT’s and 3PT's [Line-to-neutral voltages)
Seed.4.7
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56.8 HV/MV Earth fault monitoring via channel U4

See 4.4.8.

5.7 Recommended practices
See 4.5

5.8 Digital inputs and outputs

UP-2210-R has 8-32 digital inputs and 2-4 digital outputs. These may be used to record external
events to the PQ Secure system, or send signals to other equipment in case of a sag/ swell or
transient. These inputs/outputs are used in a similar way if the recorder is used as a fault recorder.
The configuration of the digital inputs/outputs is made via the PQ Online program. For more
information about this, please see the “PQ Secure User manual”. These functions are optional
modules.

5.8.1 Connection of digital inputs

By connecting a signal voltage to the UP-2210-R’s digital inputs from external equipment (e.g.
circuit breaker, harmonics filter), events can be registered and recordings can be trigged as a result of
change in the digital signal.

A change of state, trig, occurs when the signal exceeds the digital input HIGH value (see technical
manual) on the connected digital input. The UP-2210-R is activated on positive flanks, which means
that the trig takes place when the signal changes from a zero value (digital input LOW value, see
technical manual) to more than digital input HIGH value. If you have signals with normally high
values, active, you can via the configuration in PQ Online invert the signal to trig events when the
signal drops to zero
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Figure 26

5.8.2 Connection of digital outputs

By connecting the UP-2210-R digital outputs to another external equipment or system, the UP-2210-
R can send a digital HIGH signal in the event of a disturbance (transient or sag/swell). Outputs are
activated when the measuring device detects a disturbance, and close the built-in relay.
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6 DISPLAY UNIT

There is an optional display unit that can be connected to the UP-2210 and UP-2210R meters. The
display is controlled by Unipower’s user-friendly and self-explanatory Turn&Click® interface. By
turning and clicking with the dial you control the menus on the display.

Fower Qualty Monmor
- > 2

CC Pk -

The design is in compliance with IEC 61554 for panel instruments with cut-out dimensions:
Width: 186mm +0 +1.1mm

Height: 92 mm £0 +0.8mm

Depth needed is 99 mm plus space for 25 pin DSUB connector at back.

Troubleshooting: In case the display would freeze or misbehave due to any kind of outer
disturbance this can easily be solved by resetting the display. To do this remove the display cable,
wait for 5 seconds and re-insert the display cable at back of the display. The status LED of the
UP2210 is also of great help to troubleshoot any problem with the display. As long as the status LED
is Green the UP2210 is operating correctly. Should the status LED be red or not light at all this
indicates a problem with the UP2210 and accordingly the display unit will not be operating as
expected.
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7 INSTALLING COMMUNICATION EQUIPMENT

The communication between the SQL server and the measuring device can be implemented in a
number of ways. This section covers the various options, including the brands recommended and
sold by Unipower. The meter have standard interfaces and are not restricted to particular brands, but
if you use other brands, please refer to the relevant user guides.

For details of how PQ Online works, see the user manual for PQ Secure.

7.1 Ethernet

The meter use 10Base-T (10 Mbps) for Ethernet communication. If a higher speed is being used in
the network you can connect a 100BaseT/10BaseT-switch or converter between the network and the
UP-2210. The UP-2210 has a standard RJ-45 connector and is connected to the network using a
standard patch cable. The Unilyzer 902 measuring device is equipped with a cable already fitted with
the contact, allowing it to be connected directly to a network output.

To establish an Ethernet communication this option shall of course be activated in the instrument,
and configured for this kind of communication with PQ Online.

The meter must be given a unique IP-address. Consult with your network administrator, which IP-
address you can use.

If the meter is behind a firewall in the network it is necessary to configure the firewall to open UDP-
port 16421 to be able to access the meter from outside the firewall.

For more information about PQ Online, please see the PQ Secure User Manual.

7.2 External modem

Modems are the most common method used for communication between instrument and office.
Unipower recommends the 3Com US Robotics 56K FAX modem, because it is in widespread use
and is reliable. Another advantage is that it uses Hayes commands, which is an essential part of
communication with the recorder.

The recorder communicates with the modem at regular intervals, about every 2 minutes, executing a
sequence of commands designed to guarantee communication - switching the modem to command
mode [+++], resetting the settings [ATZ] and finally setting the speed between the modem and the
recorder to the speed of the recorder. The speed depends on the type of modem and the telephone
link, but the bit rate is usually 57600 baud.
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For successful communication, use right kind of cable for each equipment.

RS-232
communication @
cable Modem

E i NULL-modem
RS-485 cable ﬂ

Modem

RS-232/RS-485

Converter
Unit
D— Modem cable ﬂ
Modem
Figure 28

It is important to lock the modem to the bit rate used by the recorder.

Figure 29 shows how the UP-2210 is connected to a phone modem:

Modem

22-9061

22-9080
Figure 29
Article. Description.
22-9091 Cable kit: Ext. Modem — UP2210
Contains:
22-9061 Adapter 9F/25M
22-9080 Communications cable 9-pin/9-pin, 1.8 m
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7.2.1 Necessary settings in the modem

If the modem is connected directly to the recorder no special settings are needed. The modem’s
standard settings are used. The modem should in this case not be configured to answer automatically
(ATS0=0).

If the modem is connected to a signal converter (RS-485/RS-232) it must be configured to answer
automatically (ATS0=1). See below how to configure the modem using the Hyper Terminal in
Windows.

722 Commands

HyperTerminal is used on the computer to configure the modem, and a number of commands can be
executed to view and change the settings. The important commands are as follows:

AT = Used as a communication test. The modem should answer “OK”

ATEO = Disables the text function, no text is sent to the screen.

ATE1 = Enables the echo function, which shows text on the screen.

AT&BO0 = Sets the bit rate to automatic mode, adjusts to the other equipment.

AT&B1 = Sets the bit rate to a fixed speed (same as the speed set in HyperTerminal).

ATS0=1 = Sets the modem to automatically answer after 1 ring, the number can be
changed as necessary.

ATS0=0 = Deactivates the automatic answer mode (recommended).

ATI4 = Shows the settings defined in the modem.

AT&W
ATL1

Saves changes to the modem memory.
Sets the modem”s sound level to level 1. Level 0 (ALTO) turns off the sound
and level 3 (ALT3) sets the sound level to max.
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72.3 Recommended modem settings
The figure shows the typical settings [ATI4] in a US Robotics modem:

U.S. Robotics 56K FAX EXT Settings...

Bl El F1 LO M1 Q0 V1 X4 YO
SPEED=57600 PARITY=N WORDLEN=8
DIAL=TONE OFF LINE CID=0

&A3 &B1 &C1 &D2 &H1 &I0 &K1
&M4 &NO &PO &R2 &S0 &T5 &U0 &Y1

S00=001 S01=000 S02=043 S03=013 S04=010 S05=008 S06=004
S07=060 S08=002 S09=006 S10=014 S11=072 S12=050 S13=000
S15=000 S$16=000 S18=000 S19=000 S21=010 S22=017 S23=019
S$525=005 S27=001 S28=008 S$29=020 S30=000 S31=128 $32=002
S33=000 S34=000 S35=000 S36=014 S38=000 S39=012 S40=000
S41=004 S42=000

LAST DIALLED #
7.2.4 Using HyperTerminal to configure the modem

Start HyperTerminal, for example as follows:

Start - Programs - Accessories - Communication - HyperTerminal

A window opens, where you start by entering a name for your connection and then click on OK. In
the next window, specify the COM port the modem is connected to (Not the modem type!).

Connection Description ; 2=

Enter a name and chooze an ican for the connection: Enter details far the phone number that pou want to dial:
Mame:
|Modem Country/region: ISWBdBn [4E] j
Jeon: Area code; |D322
7 : ! : Phaone number: I
Comnect using -
ak. I Cancel |
Figure 30
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Figure 31

When you have done this, enter the speed of the modem, remembering that the speed should be set to
57600 if the modem is connected directly to a recorder (the speed of a GSM modem is usually set to
9600 or 19200 depending on the type of GSM modem), otherwise the speed is set depending on the
requirements of the other equipment. Next, click on OK to open HyperTerminal, where you can
configure the modem using the commands described above.
When you have finished configuring the modem, exit by typing ATEO [Enter] to disable the text
function, and always finish by typing AT&W [Enter] to save the settings to the modem memory.

Note: The modem should normally be set not to answer automatically (S00=000). To do this,
use the command ATS0=0 [Enter]. However, if the modem is located with a signal
converter or line divider, the setting for SO0 should be 001 (S00=001). To do this, use the
command ATS0=1 [Enter]. This will make the modem answer after one signal.
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7.3 GSM modem

There are many GSM modems available, check with your Unipower representative for
recommendations of units that work. You must carry out certain preparations before a GSM modem
can be installed on site. You must first ensure that there is GSM coverage otherwise an additional
antenna may be required. You also need to think about where the modem will be installed, for
example if you want to install it in a metal cabinet or underground, other communication options
should be considered.

e Check that the SIM card and mobile operator used support data transmissions. Some
operators’ only offer voice calls - contact the operator and ask. It may be possible to change
the subscription and obtain a new, separate telephone number for data communications.

e The first time the SIM card is used, it must be activated using a normal mobile phone so that
it can find its GSM network and register. Remember to remove the PIN code, or the SIM card
will not work with a GSM modem.

e The communication speed for the GSM modem is usually 9600 or 19200 baud, and it is
important to set the correct speed in the recorder.

Note: If Unilyzer 902 is used with a GSM-modem, it is the speed ”Computer Port” that should
be set to 9600 baud in PQ Online.

There are two ways you can use a GSM modem, either directly with the measuring device, in which
case the modem is connected using a standard 9-pin data cable for RS-232. Alternatively, the GSM
modem can be connected to other equipment such as a signal converter, in which case a NULL
modem cable is required.

Lagfon

FS-232 Communication cable g
/ﬁ/ Unilvzer
2075902

GSM- Maodem Cable ;
moderm //

'

230

R5-232 Communication cable

Figure 32

In other respects, the GSM modem is the same as an external modem, and the configuration process
in HyperTerminal is the same except that the speed is set to 9600 or 19200 baud.

Note: If a GSM-modem is used together with Unilyzer 902, the unit should be configured for
communication speed 9600 baud or 19200 baud (depending on which GSM-modem is
used). This is done under the tab ”Computer Port” in PQ Online.
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Figure 33 shows how a UP-2210 is connected to a GSM modem:

B v
X

22-9030 22-9080
Figure 33
Article. Description.
22-9030 GSM modem
22-9080 Communications cable 9-pin/9-pin, 1.8m
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7.3.1 Procedure
Brief summary of the procedure for activating the GSM modem:

e Verify that the GSM subscription is activated for data traffic, and that the SIM card doesn’t
have the PIN code activated, by installing the SIM card in a cell phone and turning on the
phone. If the PIN code is activated it must be disabled. Then call the cell phone from
another phone. It is usually (depending on operator) a separate number for data traffic. A
special ring signal should sound and the display should show “data call” or similar. This
ensures that the SIM card works and that the subscription is OK.

e Configure the meter for GSM modem by connecting a computer to the instrument’s
“Computer” port. Start PQ Online, establish communication and go to
File - Unit Configuration. Under the tab Communication and “Ext. Modem... * the speed
(bits per second) should be set to 9600 as required by both the Falcom and Sony Ericsson
modem. If Unilyzer 902 is used, the speed should be set to 9600 in “Computer port”. Press
”Send” and confirm.

e Install the SIM card in the GSM modem. Attach the antenna, the modem cable between the
GSM modem and the recorder (UP-2210 — “Ext. modem”, Unilyzer 902 — use special
modem cable), and the modem’s power supply.

e Check the LEDs on the modem when the power is connected. The yellow LED should light
up immediately with a firm light (it’s the power indicator). The green LED should light up
after a couple of seconds, and then, after an additional 10-20 seconds, start blinking with an
approx. 2 second interval. If the green LED does not start to blink there is something wrong
with the SIM card (wrongly installed or PIN code active).

e Disconnect the power supply to the meter, and then re-connect it to ensure that the new
settings have taken effect.

e Verify that communication can be established from a phone, or preferably from a computer
with PQ Online together with another modem. When the signals reach the GSM modem you
should see that the green LED blinks faster (1-2 times/sec). The green LED continues to blink
more rapidly as long as the connection stays open.

e If PQ Online calls but no communication can be established with the modem / unit the
antenna must be checked and possibly moved. If the modem is located in a basement or
screened space the antenna may have to be moved up or outside. If the location is remote
directional antennas are available as accessories.

e The reception can be verified by placing the SIM card in a regular cell phone and verifying
that you can call from the antenna’s position.
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74 Wireless GSM/ 3G router

A wireless GSM/3G router is a good way to access meters remotely via the existing wireless
networks. There are many wireless routers available, check with your Unipower representative for
recommendations of tested solutions that work. The protocol used depends on the wireless network
(2G/3G) and technology the router uses. Commonly supported protocols are GPRS, EDGE, HSDPA
and UTMS.

To use a router with a meter (UP-2210 or UP-2210R etc.) the following must be done:

e The SIM card used must have no PIN-code and it must have a public, static IP-address.

e The router must be set up to forward UDP traffic on port 16421 to the meter’s local IP-
address on the inside LAN of the router. If multiple meters are connected to the same router
you use different port numbers on the outside and route them to UDP 16421 on the inside to
each meter’s local IP.

e Connect the meter to the router using a standard RJ-45 Ethernet patch cable. If multiple
meters are used you may need to connect a standard Ethernet switch between the router and
the meters.

Example of settings from a typical router:

o e AL AL ey

o B Vtvehrs - 2 ety on . L DO caws . D g ity - 9 Drmts gl Lene B #an 0 55 om0 T LU

| EDGE router ER75i

- | T
.v: - Futie Port  Private Pan Tipe Sarver [P Adcrwsy
o S
Coeligurarns 184 '
ol r »

= ,.‘ " : - oy

R )
~ & b by

Figure 34

Note how UDP 16427 is routed to UDP 16421 IP 192.168.1.7. The meter given the IP 192.168.1.7
will respond to communication on UDP port 16427 to the router’s (actually the SIM card’s) public
IP.
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Figure 35 shows two UP-2210s connected to a 3G router:

Standard
switch

GPRS or 3G router

Figure 35
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75 RS-485

RS-485 is a serial communication that can be used together with some meters. It is similar to the
common RS-232 but works with larger distances. Another advantage is that you can connect
multiple recorders to the same RS-485 cable (multi drop). This is useful in large sub-stations where
you want to connect several recorders to the same modem.

RS-485 communication can be direct from the computer (using a signal converter) to the meter via a
twisted pair cable, but over a distance of less than 1 km. It may also be necessary to terminate
(jJumper) the contacts (+ to -) on the UP-2210 with a 120 Q resistor to improve the communication
conditions. In this case, the resistor is only connected in the last unit.

Unit no: 1 Uit no: 2 it no: 3 etc

- & s
/ RS-485 // R3-485 / RS-485

+ COM - + COM o - + COM -

oo O oo 9 oo

RS-485 MUX
{ohm)
Figure 36

Computer or
Modem
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7.5.1 Using multiple meters with Westermo TD-36 PSTN modem and RS-485

The Westermo TD-36 is an example of an industry PSTN (Public Switched Telephone Network)
modem with both RS-485 and RS-232 connections. The RS-485 is an easy solution if you want to
connect one or more meters to one modem/telephone line. Always choose an industry class modem
rather than office equipment when building communications solutions for your meters in substations.
The environment is normally quite different from an office, both regarding physical environment
(like temperature) and EMC environment.

The figure below shows a meter connected to the modem using RS-485 (there are extra connectors
on the RS-485 cable for multiple meter connection).

Figure 37 TD-36 modem with RS-485 connection to a meter

When configuring the modem you do not need to do any settings in the modem, just follow the
instructions below and set the DIP-switches as shown in the red markings below.

Also make sure that the meter is configured for RS-485 (see 7.5.1.1).

The cable connecting the modem and the meter may be equipped with a termination resistor of 120
ohms.
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DIP-switch settings

A Before DIP-switch settings:

Prevent damage to internal electronics from electrostatic discharges (ESD)
by discharging your body to a grounding point (e.g. use of wrist strap).
NOTE DIP-switch alterations are only effective after a power on.

S1 S2 S5

$4 S3

Start with setting all DIP switches in factory default mode:

Factory default

o~ o o oN N
semusnnn S |spsssesn(S? |sesessswS |seweeses S4 |wwes| S5
12345467 7 12345670 12 3485470 12 34

Then change according to the following pictures:

S1 DIP-switch
Selection of DTE speed

on
?:.. 300 bit's s, 9600 bit/s
122335678

123450678
:’ﬂ'“ £00 biv's i>'i". 19.2 kbit/s
1234s5¢70 12345670

?’i‘. ™ 1200 biv's
SPSESYRA)

oN

an"n 2400 bivs
12343670

oON
?:'. 4800 biv's L 115.2 kbits
12234

123454708
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S1 DIP-switch
Selection of DTE format

ON
.lill TE1S

|... 70 1S

¥l 801s

s 8 | Direct mode 8E1 or 801.801
in command mode

oN  am | Direct mode 7E1 or 701.8N1
1 K .lncommandmod.
oN
lll.l7NZS
12345670

onN
-... JEXS
ON I
.'.‘ 7028
+234%5e70

oN

ll.l 8N 25
z

31 -

an"¥ 82

I.Il 80 25

o s s a| Direct mode 8E2 or 8O2.8N2
.! 7 a] In command mode

ON g mun| Direct mode 7€2 or 7028N2

A « % < »o| in command mode

S2 DIP-switch
DTE interface selection

onN

RS-422/485 disabled,
o RS-232 enabled

RS-422/485 enabled,
RS-232 disabled
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S4 DIP-switch
Selection of line speed and modulation
oN oN
e Use saved parameters defined by L a® V3419600
123145278 AT+MS 1231484678
oN oN
ans”| V21300 ® " a| V32bis 14400
L23ssc7m) 12335678
oN ON
an”a| V23 1200 hdx B o"E V3419200
2234 zc78) 12345628
ON ON
2% aul V22 1200 "..I V.34 24000
: 3 l AL £ zZ8 hJ 3 4 &

ON ON

.'.'l V.22bis 2400 ".'l V.34 28 800
1 -
ON onN

.".I V.32bis 4800 BEE_| V3433600
h ]
ON

.'-.I V.32bis auto

~

ON

o e ma| V32bis 9600

-

WEEE A tomatic line speed

S5 DIP-switch
RS-422/485 termination

mu| Termination of R in 4-wire connection
34

Termination of both T and R in 2-wire #5 nm| Termination of both T and R in 4-wire
connection 1 2 3 4] CONNECtion

Finish by restarting the modem.
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7.5.1.1 Settings in UP-2210

When the equipment is connected you must change the communications settings in UP-2210. Use
PQ Online to do this.

Urat Configuration X

Wining/onneclor | Messus  Comarashion: | Exemnal Trg | lisnal Tag | Clock Sune |

Computa Pod | Edd Moden S 545800 Hoden | Eiharet | Modbu: |

Connect wsing RSE5 -
Hodern anewes after wng =1
Bits par savond 5TR -

S oy coribpmsbon

Sand | Edl

Figure 38

7.5.1.2 Settings in the modem

Meters that use RS-485 don’t send commands to the modem to answer incoming calls (this is to
avoid communications collisions). Because of this, the modem must be configured to answer
automatically (command ATSO0=1). See section 7.2.2 on how to do this.
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7.5.2 Using multiple meters with Westermo GDW-11 GSM/GPRS-modem and RS-485

The Westermo GDW-11 is an example of an industry GSM/GPRS modem with both RS-485 and
RS-232 connections. The RS-485 is an easy solution if you want to connect one or several meters to
one wireless modem/SIM card. Always choose an industry class modem rather than office
equipment when building communications solutions for your meters in substations. The environment
is normally quite different from an office, both regarding physical environmental factors such as
temperature and EMC.

The figure below shows a meter connected to the modem using RS-485 (there are extra connectors
on the RS-485 cable for multiple meter connection).

Figure 39 GDW-11 GSM/GPRS modem with RS-485 connection to a meter

Use the recommended factory setting in the modem for use with RS-485. See below.

54



i
UNIPOWER .
LT Installation manual PQ Secure

DIP-switch settings

DIP-switches under the lid on top of the unit

Before DIP-switch settings:
ﬁ Warning! Do not open connected unit

Hazardous voltages may occur within this unit
when connected to a power supply.

Warning!

Prevent damage to internal electronics from electro-
static discharges (ESD) by discharging your body to a
grounding point (e.g. use of wrist strap), before the lid
on top of the unit is removed.

To activate DIP-switches Advanced mode needs to be enabled.

NOTE DIP-switch alterations are only effective after a power on or after a software
reset command (AT+CFUN=1).
A setting configured by any other method during normal operation, overrides
the DIP-switch setting. However, at power up, the DIP-switch settings have prec-
edence over the setting configured by any other method.
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RS-232 interface

w
]

on 0| RS-485 interface
4 2 % .4] 2-wire half duplex

S1 Selection of DTE interface, only in GDW-11 485

oN
an

1234

RS-422/485 interface
4-wire full duplex

S2 DIP-switch

EEEs No termination

RS-422/485 termination, only in GDW-11 485

Termination of R in 4-wire connection

< Termination of both T and R in 2-wire 2;‘.
connection
1234

Termination of both T and R in 4-wire
connecton

smm | 1200 bit's
12 3

RN
(1] 2400 bit/s
2

~N
... 4800 bit/s
12 3

oN
nE e | 9600 bit/s
123

19.2 kbit/s

38.4 kbit/s

57.6 kbit/s

115.2 kbit/s

Factory settings GDW-11

ON
S1 |umun
1234

Factory settings GDW-11 485

ON

S2 ..II
1234

If you want to use the modem with RS-232 communication, change S1-4 from on to off.

Power the modem off-on to make changes active.
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7.5.2.1 Settings in UP-2210

When the equipment is connected you must change the communications settings in UP-2210. Use
PQ Online to do this. Set baud rate to 9600 and select RS-232 or RS-485.

Unit Configuration Y
‘Wing/Connection | Measure  Communication lExternaITrig] IntemaITrig] Clock S_\Jnc]
Computer Port | E#t Modem/H5485/1nt Modem ;| Ethemet] Modbus ]
Connect uzsing: RS485 -
Modem answers after ring: 1
Bits per second: 3600 -
Saved configuration
j Browse | Save |
Send | Exit |
Figure 40

7.5.2.2 Settings in the modem

Meters that use RS-485 don’t send commands to the modem to answer incoming calls (this is to
avoid communication collisions). Because of this, the modem must be configured to answer
automatically (command ATS0=1). See section 7.2.2 on how to do this.

76 Line divider

A line divider is normally used where there is one PSTN telephone line that needs to be divided into
a number of sub lines.

The PentiLine PRO is an example of a line divider, which has five configurable ports. It can be used
to connect, for example, 1 telephone and 4 recorders with internal modems.

The connection is made using RJ6/4 contacts to the ports/inputs on the line divider.
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76.1 Configuring the PentiLine PRO

The line divider is connected to the main jack, the touchtone telephone plugs into line 1, and lines 2-
5 are used for the recorders (assumed to be modems). This arrangement is just one of the many
configurations you can choose from.

You can use the touchtone telephone attached to the line divider to configure the unit on the basis of
codes, but to do this, you should always start by lifting the handset and dialing R##.

1. R## Starts programming mode
2. *93# Sets the line divider to switchboard mode
3. *11#1# Sets port 1 for telephone, for more than one, dial *11#13#

(which selects ports 1 and 3)

4. *13#234# Sets ports 2-4 for modems, for one port, dial *13#2#
(selects port 2)

5. *23H1# Sets the line divider to one ring before it connects the call to the telephone.
6. *2UH1H Port 1 (telephone) obtains the dial tone as soon as the handset is raised.

If programming is successful, you will hear 5 short signals after each command, and if there has been
an error, you will just hear one long signal. When you have finished, replace the handset and the line
divider configuration is complete. For more commands, refer to the user manual for PentiLine PRO.

Note: When using line dividers, it is important that the telephone number - in PQ Online or in
PQ Secure - indicates which port the relevant recorder occupies. If you use the wrong
serial number with the right port, there will be no communication between the
device/unit and the database.

For example, if the telephone number is 031-123 45 67 and the port number is 1, the
number should be 0311234567,01. The comma indicates a pause, and the port must
always be preceded with a zero (, 01).

If switchboards or other facilities in the telephone network make the connection slow
you must sometimes increase the pause (waiting time) to give the line divider time to
receive the port number. The calling modem must dial the number and a ring signal
must reach the line divider, which then answers (a faint “click” is heard). After this the
port selection digits must be dialed. Enter one or more commas before the port selection
digits until it works. Example 0311234567,,,01.
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8 GPS CLOCK SYNCHRONISATION MODULE

In many measurement applications it is important to have very accurate timing of the measurement.
This is required since the measurement algorithm demands it and/or that the installation site is
remote and no periodic communication with clock synchronization can be done. A very effective
way to achieve this is to synchronize the instruments internal clock with the atomic clocks of the
global positioning system (GPS) satellites.

With accurate real-time clock synchronization the comparison between events such as sags/swells or
transients between different sites in the electrical network can be made with high accuracy, even if
the distance between the sites is large.

The GPS clock synchronization module can be used with the Unipower UP-2210 series and Unilyzer
902. In order for the synchronization to work, the units must be equipped with the appropriate
software as well as the necessary peripheral hardware.

Below is a mechanical drawing of the optional GPS unit delivered by Unipower.

) 1.65 inches [42 mm)]

L

A

YL\ {4 Thread
120 Degrees NS

|
) | )

3.38 inches [91 mm]

4— 2.44 inches [62 mm] —p

Figure 41

This chapter covers the use of the GPS synchronization module with the UP-2210 family of
instruments.
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8.1 INSTALLATION

The GPS adapter connects to the UP-2210 via the Display Port (the 25-pin D-sub connector
normally used for the optional display module). See Figure 44 below.

Figure 42 GPS Antenna Figure 43 GPS Adapter

b

Figure 44 Connecting to the UP-2210
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8.1.1 GPS communication configuration

Connect to the unit with PQ Online and configure the Computer Port speed to 19200 bps (see Figure
45 and refer also to the PQ Secure User Manual for PQ Online information). This is the maximum
communication rate of the GPS module. This will already be pre-configured if the system is
delivered with the GPS module.

The normal computer port cannot be used when the GPS module is connected. To connect the
instrument to the PC computer, the adapter needs to be removed before the RS-232 cable is inserted
and vice versa.

| Unit Configuration ug

Wiing/Connection | Messue Comeunication | Extemal Trg | Clock Sync |
Computer Port | Ext Modem/RS 485/t Modem | Ethesnet |

Bie pat sacond [0 <]

Figure 45 Computer port configuration

8.1.2 Clock synchronization configuration

Select the Clock Sync tab and enable the GPS sync. The time zone offset and DST (Daylight Saving
Time) settings are updated when you set the clock in the meter, either from a local PC using
PQOnline or by PQSchedule when the meter is automatically downloaded into a database. For your
information, the current settings are shown in the grey fields.

Press the send button to send the new configuration to the unit and wait at least 2 minutes for all
changes to take effect.

Unst Comfiguretan

Savwd corfguasson

Figure 46 Clock synchronization configuration
After configuring the meter, set the clock in the meter according to 8.1.3.
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8.1.3 Setting the clock in the meter

Go to the View-Unit Status menu. To set the clock in the meter, click the Set Time button. Note that
the time, time zone and DST settings of the PC will be transferred to the meter. Be sure the PC has
correct time before setting the time in the meter.

Unit Status

Time in PC

/

Time in meter

Computer ink
ater 2012:04:12 DST Starts (UTC): 2012-03-25 01:00:00
Time:  11:3%:16 DST Ends (UTC): 2012-10-28 07:00:00
Time Zone Adj.: 1.0
Unit infarmation
Serial Humber: 22103170 20120412 DST Starts (UTC): 201 2-03-25 01:00:00
Hardware Wergion: 8 11:38:16 DST Ends [UTC): 2012-10-28 01:00:00 )
Hardware Options: 24 Time Zaone Adj.: 1.0
Software Version: 3m = Tl
. elay out Igital Input
go:twareﬁwtlfi ;11823458?810111213141518 12 1234565 8 78
cftware Dptions:
1821,22.25,26,27 [mE R EEEE R EEE
ULevel 388 91 9 10 11 12 132 14 15 186
ILevet 8.49 ]S S Y ) S
Peak High: 1555.63 17 18 19 20 21 22 23 24
Peak Law: 1565.63 rrrrrrrr-inr-
25 26 27 28 23 30 N 32
rrrrrrrr-inr-
SetTime | ok |

If the meter is automatically downloaded by PQ Schedule to a database, never set the clock
manually. It is taken care of by PQ Schedule.

8.2 Physical installation
e Connect the GPS adapter to the UP-2210 Display Port.

e Tighten the securing screws on the sides of the connector so that the adapter does not
accidentally become loose.

e Connect the antenna cable to the adapter.

e Inorder for the GPS antenna to receive accurate time signals, it must have free sight to the
satellites. This is normally achieved by putting the antenna outside the building where the
measurement takes place, often on the roof of the building.

If the conditions are good the antenna can also be placed indoors near a window. After a few
minutes the orange LED on the adapter will start flashing every second. This is an indication of
good reception from the satellites. If this doesn’t happen, the reception is too poor and the
antenna needs to be moved.
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8.3 Cascading multiple units

Several UP-2210 units can be synchronized using a single GPS antenna. To achieve this, a link cable
is connected between the Computer port (COM 0) on the unit where the GPS adapter is connected
and the Display Port on the next unit. From this second unit, another link cable can be connected to a
third unit, and so on. See Figure 47 below.

Note: For the cascade operation to work it is especially important that the grounding
(earthing) of the meters is properly done. Grounding is done by the ground pin in the meter
power supply connector.

Figure 47 Cascading multiple units
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84 Installation guide

841 How to connect the GPS to UP-2210R

Physically install the GPS antenna with a clear view towards the sky.

. Connect the cable from the GPS antenna to the GPS adapter and connect the adapter

to the Display port on the UP-2210R.

. After up to 45 seconds the GPS should have started and connected with enough

satellites. The orange LED on the adapter should start blinking once every second. If
it doesn't, check that no object blocks the view from the GPS antenna.

Use PQOnline and verify in the UP-2210R configuration that the bps rate on the

computer port is 19200 bps. Also verify that GPS is enabled in the Clock Sync tab.

Finish by sending the configuration to the UP-2210R.

Look at the front of the UP-2210R. Every 15 seconds you will see the green LED on
the UP-2210R front go black for a short time. This means a valid time message has
been received from the GPS. If this doesn’t happen, check the port speed settings as
described above.

Look on the front of the UP-2210R. After a while the red LED will start blinking
(wait at least 2 minutes). This indicates that the internal clock of the UP-2210R is
synchronized with the GPS. If the red LED stops blinking for several minutes, it is an
indication that the GPS synchronization doesn't work properly. Start troubleshooting
by checking step 3 above (determine that the GPS is 0k), then check step 4 (meter
settings).

If more than one UP-2210R should be synchronized by the same GPS, connect
cascade cables between computer port and display port on the next meter for all
meters in the chain. Repeat step 4 for each meter. The meters' LEDs should then
behave similar according to 5-6.

84.2 How to connect the GPS to UP-2210

The procedure is the same as 8.4.1 except that the LED in step 6 on the UP-2210 front will start
blinking with an orange light, rather than red.

85 Useful information regarding GPS

When in GPS mode (i.e. the GPS sends valid information to the meter) the meter will not accept time
setting information from either manual operation by PQOnline or automatic setting by PQSchedule.

If the GPS can’t send reliable time information to the meter (it loses contact with satellites, for
instance) the meter will wait for 1 hour before starting to accept time setting from other sources, like
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PQ Schedule. You can study the RTC Sync event in the event list and see if the meter has been

synchronized by the GPS or by PQSchedule (see Figure 48).

/8 2012-04-1213:10:16.000 JA test 22103170 RTC Sync 4531/15544,/4631,/15544,20000/1 10
/8,2012-04-1212:46:31.000 JA test 22103170 RTC Sync 3206/15544,/3206,/15544,20000,/1 10
A 2012-04-1212:22:46.000 JA test 22103170 RTC Sync 1781/15544/1781,/15544,/20000/1 10
/4, 2012-04-1211:50:01.000 JA test 22103170 RTC Sync 356/15544/356,/15544,/20000/1 10
/8,2012-04-1211:35:31.000 JA test 22103170 RTC Sync 64482/15543/64482,/15543/20000/1 10
/8 2012-04-1211:25:01.000 JA test 22103170 RTC Sync 63852/15543/63852/15543/0/1 10
/4, 2012-04-1211:11:46.000 JA test 22103170 RTC Sync 63057/15543/63057,/15543,/20000/ 10
/8 2012-04-1210:50:43.000 JA test 22103170 RTC Sync 6233?;’15543_f62335_a'15543f'3000@ 10
/8 2012-04-1210:30:05.000 JA test 22103170 RTC Sync 60559/15543/60557,/15543,/760000/ 10
/8, 2012-04-12 09:30:07.000 JA test 22103170 RTC Sync 56960,15543,/56959,/15543,/280000,/0 10
/4 2012-04-12 08:30:08.000 JA test 22103170 RTC Sync 53361/15543/53360/15543/170000,/0 10
/8, 2012-04-12 07:30:00.000 JA test 22103170 RTC Sync 49753/15543/49752/15543/310000,/0 10
/8, 2012-04-12 06:29:58.000 JA test 22103170 RTC Sync 45152/15543/46150,/15543,/650000,/0 10
/& 2012-04-12 05:30:08.000 JA test 22103170 RTC Sync 42561/15543,/42560,/15543/530000,/0 10

Figure 48 RTC sync information event

The last digit indicates the source of time synchronization. “0” means PQSchedule or manually by
PQ Online. “1” means by GPS.

If there is a communication error between the GPS and the meter there are several protective
mechanisms in the software that prevent incorrect time from setting the meter. Each time, for
instance, is verified twice before setting.

When the clock is set in the meter and the deviation is greater than 1 minute, an event will be
generated (clock deviation). This event could also be connected to a visual and/or email alarm.

The Clock Sync event, that can also be seen in the event list, only informs you that PQ Schedule has

made an attempt to synchronize the clock in the meter. The RTC Sync event tells you what really
happened.
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9 INSTALLING SOFTWARE

All programs that form part of the PQ Secure system, apart from the Microsoft SQL server, can be
found on the supplied installation CD. The PQ Secure system is based on a database that supports a
number of new methods of monitoring and analysis. Unipower personnel normally perform the
installation, but the following description guides you if you want to do it yourself. Conduct the
installation in the order described below.

9.1 Installation procedure

Depending on the architecture of the PQ Secure the different programs should be installed on
different computers. Please see also chapter 3.4 for more detailed information about the parts of the
system.

The recommended installation procedure is:

Step: | Partin the System : Action: Section:
1: Meter installation computer | Install PQ Online 9.5
2: Server computer Install MS SQL Server 2012 9.3
3: - Install the PQ Secure database 9.4

using PQ Secure DB Wizard
4: - Install the PQ Secure application 9.6
5: - Install the PQSM Service 9.7
6: Communications computer | Install the PQ Schedule application 9.9
7: - Install the PQ Online application 9.5
8: Client computer Install the PQ Secure application 9.6
9: - If needed, install PQ Online 9.5

In smaller PQ Secure systems the same computer can be used as the Server, Communication and
Client computer. In this case it is enough to install just one version of each application.
For installation of licenses, please see section 8.
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9.2 Installation program

Insert the PQ Secure installation CD and the program will start automatically. In the program
window you can select language (of menu and applications), manuals and brochures in pdf-format.
Here you also find some service packs and software tools that can simplify the installation and
commissioning of the PQ Secure system.

5 PO Secure installation CO 10,0 @

[T
UNIPOWER
N/

Installs Microsoft \MET framework 2.0, This iz required by most of the
applications below.

Microzoft MET framewark 2.0

:—wNET Framewark 2.0 already installed.
Thig will install the POOnlne software that iz used for configuration and
/ POOMine realtime evaluation from a measure unit (UP-2210/0302/0301)

Install: UniLauncher which iz a utility for auto detection and connection ta a
Dip3000 thorough LISE. First time you connect & Dip3000 make sure pou got
the CD available for USE driver installation. This utility requires [NET
Framewark. 2.0,

- UniLauncher

This will install the PS5 ecure client application program that is uzed for
powerful evaluation with event viewers, graphical evaluation windows and
automnatic reporks

N

PLSecure application

Thiz will inztall the POzchedule program that is uzed for the automatic
transferring of data from the measure units to the SAL Server

POSchedule
Inztallz the PO zecure Systerm Manager [POSH]. This service should be
POSM installed on the Server (where the database is running). PASM handles
o periodic reports, E-Mail Alarme, Limits ete.
Thig will run the POS ecure DB Wizard program that will create or update the
PLSecure DB Wizard P Soeure e ses

M -| 1.2 b anuals | Brachures Toals ‘ Esit
4 P A
I al 4

Figure 49 CD Autostart menu
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Using the installation program:

A. Choose suitable Language for the installation process and for the program you want to install.

B. Choose the Software to be installed. The text to the right provides a brief explanation of what
the application is used for. When installing, start from the top and work yourself down.

C. By pressing Manuals or Brochures, you get access to the pdf-manuals and pdf-brochures that
are included on the installation CD.

D. By pressing Tools you get access to service packs, MDAC-updates and other tools that can be
helpful during installation and supervision of the PQ Secure system.

E. Tells you if the Microsoft .NET Framework is installed. If not, press the corresponding
button first.

9.2.1 .NET Framework

NET Framework is a standard library with functions that Microsoft supplies. PQ Secure is based on
and uses these functions. Many other software packages also use .NET Framework so it’s very likely
it’s already installed on the computer. In this case you can skip installing it again.

AtE in
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Installation program. you will see if the Framework is installed or not. You must install it before

proceeding with the other components.

9.3 Installing the Microsoft SQL Server

PQ Secure is based on the MS SQL Server. When using PQ Schedule the data is automatically
downloaded from the meter on to the server in order to be read from the server using PQ Secure.

Microsoft SQL Server comes as either a full installation or a limited “Express” version.
For the installation guide see separate document on your PQ Secure CD.

9.4 Installing PQ Secure database using PQ Secure DB Wizard

Installation of the PQ Secure database is performed by PQ Secure Database Wizard application. This
software is only available in English, and needs no installation — it will be run directly from the
installation CD. This application helps you create tables and processes in the server, without you
needing any deep knowledge about SQL.

This application could also be used for upgrading older versions of PQ Secure, and should, if
possible, be run locally at the server (the server where the SQL Server is installed).
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9.41 PQ Secure DB Wizard login

Start by closing all running programs and make sure the server has started. Insert the PQ Secure
installation CD, and wait for the Installation program to open. In the appearing window, choose
“PQ Secure DB Wizard”.

The program starts by prompting you to complete a login window for the server.

u

File Database Help I
5 H oo B i

A
\ |Ise windows authentication (Requires Administator

L] PEMMISSIONS)
User 1D |sa |
Password | |
Server ||]|:u:a|} |
Dajatiase |P[]Seu:ure |

B

C——>[ ok || Coneel

Figure 50

Logging in:
A. If you wish to use windows authentication check this box to access the SQL Server. If not,

you must use “sa” as UserID and know the password. Check with your system administrator.
Password was selected in 9.3 above.

B. Server is the name of the machine on which the SQL Server runs. It could also be the IP
address to this machine. If the server runs multiple SQL Server instances you must also
define the instance name like: \ServerName\InstanceName.

C. Press Ok to log in. If a wrong name or password was entered an error message is shown after
30 seconds. In case of error, read the error message carefully to understand what is wrong.
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9.4.2 Program functions in the DB Wizard

When the program has started, the different menu alternatives help you perform your
PQ Secure database installation, and upgrade and activate any of the scripts that affect the database.
In the Log window (B) you can follow the processes from the DB Wizard.

_I PQ Secure Database wizard - logged in to up1 as sa E]@

@/ File Database Help
‘i | o &

Microzoft SOL Server 2000 - 8.00.2039 [Intel 86)

Standard Edition on Windows NT 5.2 [Build 3790: Service Pack 1)
Current POS ecure database version iz 5.2

lDatabase i# up to date, ho need to update.

Figure 51

A description of all application functions in the PQ Secure Database Wizard can be found in more
detail in the following chapters, but this table provides an overview. All the functions can be found in
the application’s menu (A).

File Action See section
Save Log Save the text from Log window into a text file -
Login/logout Login/out the user from the server -
Database -

PQ Secure database info | Shows the existing version of the PQSecure database in -
the Log window.

Update PQ Secure Upgrade the version of the PQSecure database to the 94.4
database latest, which is stored at the Installation CD.
Run database script Activates single scripts, which is stored at the 945

Installation CD. Warning! Script can affect or
damage the database!

Delete PQ Secure Remove the existing PQ Secure database. -
database Warning! All data will be erased!
Create new PQ Secure Creates a new, empty PQ Secure database. 9.4.4

database installation
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9.4.3 DB Wizard Toolbar

Database info Create new db Update db Delete db Run database script

’\] PQ Securyﬂ/tahaseMM g@
e Datgpfe Hlp~—" — —
N e B ETE— Save log file

Microzoft SGL Server 2000 - 8.00.2039 [Intel x8E)
Standard Edition on windows MT 5.2 [Build 3730; Service Pack 1]

Current POSecure database version is: 5.2
D atabasze iz up to date, no need to update,

Figure 52

944 |Installation / Upgrade

When you have logged on to the server and the program has started, the version of the existing PQ
Secure database is presented. If this is an older version than the one on the Installation CD, the
application automatically suggests that you should perform an upgrade.

v s TR

Moosot SOL Serves 2000 - 8000194 (Inted XB5)0
Persona Edtion on'Windows NT 5 1 (Buld 2600. Sarace Pack 2

Ounent PQSecure database verson s 62

Wioukt yous B to Lpdate the SOSacus databiass bo verson 6.3 (crrent verson is 6,2)

L J[ = |

Figure 53
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If there is no existing PQ Secure database nothing happens when you log in. If you want to create a

new database, select “Create new PQ Secure database installation” in the Database menu.

& PUsersre D8 Whanl =loixi
POSecwe DB Wioad version 4 1613 staged 20040026 08 1115 |
ogoed on o PC2E a5 5a
POSecurs databare doss not west
=

D0 you mant to cooate 8 new POSecuro database nstalistion?
Yo [ e I
=1
& L:
é Connected a1 04
Figure 54

Confirm the different alternatives by pressing “Yes” in the appearing window. The application will
now perform the installation or upgrade automatically, and you can follow the different steps in the
Log window.

<ol

[¥e Dotabase Tock telp

PUSecue D8 Wioad verson 4 1613 stated 20040226 (385 &3 —._j
Logaed om o PC24 & sa

“ Updats PlSeacure databare
FAnahrg detabace | 20080026 05 4600
Dalabare Verson a4 3
Oalabase & up 10 date

|

Figure 55

When everything is finished, “Ready” is shown in the Log window, and you can exit the application.
If an error occurs during the installation, we recommend that you save the contents of the log
window to a file (File-Save Log). This is helpful when troubleshooting.

9.4.5 Other application functions

Most of the options are self-explanatory and are activated automatically when they are selected from
the menu bar.

Run script is used to run special SQL scripts from the installation CD. This is a service/maintenance

option that should normally only be used after consulting Unipower.
Warning! Running scripts affects the database and can destroy data!
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9.5 Installing PQ Online

PQ Online should be installed in the Communications Computer and, if needed, in those Client
Computers that should have direct access to the meters.

Start by closing all running programs. Insert the PQ Secure Installation CD and wait for the
Installation program to open (See Figure 49). In the appearing window, choose “PQ Online”. An
installation wizard guides you through the installation process, and usually there is no need to make
any changes so you can simply accept the recommended settings.

Check that the installation path is correct. We recommend:

C:\Program Files\Unipower\PQ Online

If the installation doesn’t start automatically, click on the Windows Start button and select Run. Use
the Browse button to open the file "Setup.exe™ in the PQ Online\Disk1 folder, and click on OK.

9.6 Installing the PQ Secure application

PQ Secure should be installed in the Server and in the Client Computers.
Start by closing all running programs and make sure the server has started. Insert the PQ Secure
installation CD, and then wait for the Installation program to open.

Make sure .NET Framework 4.0 is installed first. Then click on the PQ Secure Application button
and complete the installation. Check that the installation path is correct. Unipower recommends
C:\Program Files\Unipower\PQ Secure

If the installation doesn’t start automatically, click on the Windows Start button and select Run. Use
the Browse button to open the file "Setup.exe" in the PQSecure folder, and click on OK.

9.7 Creating a service user in Windows

Note! In order to use windows authentication login in PQSM and PQSchedule applications a
windows user account must be created. Unipower recommend this way of logging in since it
facilitates future maintenance of the software.

To make PQ Secure and its components to run with WA (Windows Authentication) the following
must be considered.

Note that the service user must be a local admin on the server where PQSM is installed.

e (Generally
A user (service account) for the system programs (PQSM and PQSchedule) must be added to the
AD. Eg. PQSECURE_SERVICE@DOMAIN (older versions of windows:
DOMAIN\PQSECURE_SERVICE)

This user should be domain user and local administrator on the server(s) where PQ Schedule and
PQSM are installed.

e SQL Server
When installing PQ Secure the sysadmin must first create an empty database in the SQL Server.
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In the SQL Server you must give the service account permissions to the PQ Secure database.
Installation and upgrade of the PQ Secure system can be done using this account also.

The following picture shows an example of how SQL Server Management Studio might look.

Service account:
Object Explorer v o Xx
Connect~ 33 &) @ E;
= La PC201112210145Q12012,1453 (SOL Server 11.0.2100 - UNIPOWER\johan.adelfsson)
3 Databases
= [ Security
= [ Legins
&, #2MS_PolicyEventProcessinglogingg
&, #EMS_PolicyTsqlExecutionLoging#
A NT AUTHORITY\SYSTEM
A NT Service\MSSQLSSQLI012
A NT SERVICE\SQLAGentsSQL2012
A NT SERVICE\SQL Writer
& NT SERVICE\Winmgmt
A PQSecure_admin
& sa

A UNIPOWER\johan.adolfsson

A UNIP IMNSTALL
UNIPOWERNPQSECURE_SERVI
[ SETrErfe

1 Credentials
[ Cryptographic Providers
[ Audits
[ Server Audit Specifications
[ Server Objects
[ Replication
[ Always0On High Availability
[ Management
[ Integration Services Catalogs

Figure 56
1} Login Properties - UNIPOWER\PQSECURE_SERVICE ‘ = @ g
1
|Selact n page ? =1
|‘ " Gerwl 2 Somt + L) Hep
| & Server Roles
| 3 Vner Magpng Users mapped 10 This logn
| Secusaties Ny Dmsbase Lser Defautt Schama
| & Qe
5 Taster

maedel

¢ | PQSecum UNIPOWER\POSECY o
enpcd

!‘ Database role menbantp for, POSecss
|

-

Sever . —— o
[ FC2O1Z210NSOL2012. 1453 b _backupoperstor
| £a on tb_dotoeoder

UNFOWER yonan adofsscn h_detanrter

¥ ) & _ddadre

8¢ Ven connecion sooeties & _derydatarnader
| @ _denydatawmter
|

b _cwrer
IPn'- m-
_secustyadTe
] Reaxy V| oubbe
|
|
| oK | Cancel

Figure 57
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You must also add each user (or group of users) that should have access to PQ Secure in a similar

way.

Object Explorer * 1 x

Connect = _gj 3'&] " T @g

5 [ PC2011122101\5Q12012,1453 (SQL Server 11.0.2100 - UNIPOWER\johan.adolfssan)
3 Databases
= 3 Security
= 3 Logins
£, #BMS_PolicyEventProcessinglogings
&, #2M5S_PolicyTsqlExecutionLogind®
& NT AUTHORITY\SYSTEM
A NT Service\MS5QLSSQL2012
A NT SERVICE\SQLAgentS5QL2012
A NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
A PQSecure_admin
A sa
& UNIPOWER\johan.adolfsson
A UNIPOWER\PQSECURE_INSTALL
A UNIPOWER\POSECURE SERVICE
3 Server Roles
3 Credentials
[ Cryptographic Providers
[3 Audits
[ Server Audit Specifications
[ Server Objects
[ Replication
3 AlwaysOn High Availability
[ Management
[ Integration Services Catalogs

Figure 58
d Lugn Popetes - INPOWER estoer - = (& | g
's:"“'"' Diom ~ [Yree
3 Sarver Fokes
= User Maoping Liners mugpec tz tha ogn
+* Secuabies Mo Dasbess e Defmét Schera
~ Qatx i
rode
ra=
J| | FaSecrs | UNFOWER (et £ ]
ot
] Detadoes rde b fo: PG Secue
£ ammencmon

T

e

Server
P20 TEZVTSGLA0N 145) m
e

’ — & dewuss
UNPOWER yoher adelizen & _Ad ety

B Ve (oreaton roganas &

Frognas @®_owner
Poacy ¢ e

Figure 59
Make sure every user has admin_role checked.
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9.8 Installation of PQSM

PQSM stands for PQ Secure System Manager and is a service application that should preferably be
installed on the server (i.e. on the same computer on which the SQL database is running) for
maximum performance.

PQSM mainly handles the following tasks:

e PQ Schedule monitoring (to make sure the download system is working) PQSM will add
events to the event list if the download software (PQ Schedule) is not working.

e Alarm E-Mailing. If an alarm is triggered, PQSM will send a mail to the recipients specified
in the alarm.

e Periodic report generation and distribution (by e-mail)

e Limit calculation. Limits can be added for any measured parameter. These limits are
monitored by PQSM, and if any parameter is outside the allowed limits events will be added
to the event list, and optionally an e-mail will be sent to some specified receivers.

e General PQ Secure database monitoring to make sure the database is healthy.

Before installing PQSM, make sure that an SQL server has been setup and configured.
PQSM installation consists of the following steps in chronological order:

e Installation of PQSM
e Configure PQSM basic settings with SQL authentication
OR
e Configure PQSM basic settings with Windows authentication
e PQSM Service Control and installing the PQSM Service
e Starting the service

To install PQSM, follow the steps below.

e Insert the PQ Secure CD and wait for the menu to load automatically (See Figure 49). Make
sure that .NET Framework 4.0 is installed on the server.

e Click the PQSM button to start the installation (See Figure 49).

Complete the installation steps by pressing the Next button. Once the installation is finished,
just press Finish. The wizard will automatically open PQSM but close the program for now.

e Right-click PQSM in the windows start menu and choose run as administrator

e You will first see this dialog. Just press OK.
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POSM Service Manager

Mo database server specified. Please specify carrect information in the settings dialog

Figure 60 First time warning

Complete the following sections to set up PQSM the first time.

9.8.1 Configure PQSM basic settings with SAL authentication

Choose this section or section 9.8.2 depending on the intended log in method. Unipower normally
recommends using Windows Authentication (9.8.2)

Note that the program must always be started with run as administrator!
Once PQSM is opened press the settings button (1).

N

D PQSM Service Manager - 3.3.2 i»t:: = X4

l PQSMService ] Status: |Unipower PQSM - Running Seftings | [lg—0 @

s

j/ 2013:05:07 15:56:41  Done working

92013:05:07 15:56:41  Service stopped

3,)2013:05107 15:56:42  Logging started to file: C:\ProgramData\Unipower\PQSM\PQSMLog log

1)2013:05.07 15:56:42  PQSM version 3.3.2

92013:05:07 15:56:42 Reading settings file: C:\ProgramData"\Unipower\PQSM\PQSMSettings xml

!,) 2013:05:07 15:56:43  Logged into PC2010101201\sglexpress, 1443

j)2013:05:07 15:56:43  Loading language: eng

\i/2013:05:07 15:56:48  Mail sent successfully to timmy jorgensen@unipower se using server seftings: 84.19.130.138 PQsecure... |
92013:05:07 15:56:48  Saving generated reports to C:\ProgramData\Unipower\PQSM\GeneratedReports 3
j/ 2013:05:07 15:56:48  System checker componernt started.

1,)201 3:05:07 15:56:48 PQSM version 3.3.2 started

y 2013:05:07 15:56:48  Scanning reports folder for available reports (C:\Program Files {86)\Unipower\PQSM\PQReports)

.:l/ 2013:05:07 15:56:50 28 reports loaded successfully. =

Viewlogfiles | | Savelog | [ Clearlog | [ it

Running j‘Emors:O Wamings: 0 |Local time:: 15:56:55 i

Figure 61

Here you will have to fill in some required fields. See the picture below. Press Ok when all three tabs
are configured.
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f Settings [E]

if’l | SQL server and Service settings l( E-Mail settings | Advanced settings]

@\ Database server
—

"™ PC2010101201\sqlexpress,

onnect to the SQL server with Windows Authentication

Local periodic report storage path
/

C:\ProgramData\Unipower\PQSM\GeneratedReports D «

[ ok |[ cancel |

Figure 62 PQSM service and SQL Server settings

A. Database server (Required field) - This is the network address to the SQL server to use. The
default value (local) works if PQSM and the SQL Server are installed on the same application
server.

B. Press this button to change the default path where the periodic reports are locally stored. This
folder grows with reports, so choosing C: (system partition) may be a bad idea.

Note! If the server or the login-method (SQL/Windows-authentication) is changed. The service
has to be reinstalled (see section 9.8.4)

Settings
SQL server and Service  seftings | E-Mail settings [ Advanced seﬁings}
— — - — If any of these 2
alabase server
P boxes are changed,

PC2010181201\sqlexpress,

the service needs to

[] Connect to the SQL server with Windows Authenticatio b e rei n Stal Ied

Local periodic report storage path
C:\ProgramData\Unipower\PQSM\GeneratedReports D
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Configure PQSM email settings

Settings =

S0L server and Service setings  E-Mail settings | Advanced settings |

™ Outgoing mail server [SMTF)
|smtp.company.com

Specify 'From' Address (sender address
reguired by most SMTP servers)

™ T -
||0hn. smithEcompary. com

v Send E-mail to the following address on critical spstem events.

> |iohn.smith@company.con“

/QTESt E Mai

Y PT T

Ok | Cancel

Figure 63 PQSM Email settings

A. Outgoing mail server (SMTP) - This is the network address (or IP) to the SMTP server to
use. This is not required but no mail can be sent without it.

w

Specify ‘From’ Address - Most SMTP servers require this.

C. E-mail on critical system events — This is normally the administrator’s email address.
He/she will receive emails on critical system events or failures.

D. Test email — Press this button to test the email settings by sending an email to a recipient of
your choice.

You have have now finished configuring PQSM using SQL authentication.
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9.8.2 Configure PQSM basic settings with Windows authentication

Choose this section or section 9.8.1 depending on the intended log in method. Unipower normally
recommends using Windows Authentication (9.8.1)

Instructions on creating a Windows user for using Windows authentication login can be found under
section 9.7 Creating a service user in Windows

Note that the program must always be started with run as administrator!
Once PQSM is opened press the settings button (1).

~

r 1
[ PQSM Service Manager - 3.3.2 (e @& %

[ PQSMService J Status: |Unipower PQSM - Running | | Settings 1—\®

-

:l/ 2013:05:07 15:56:41 Done working

92013105107 15:56:41  Service stopped

:l,) 2013:05:07 15:56:42  Logging started to file: C:\ProgramData\Unipower\PQSM\PQSMLog log

1)2013:05:07 15:56:42  PQSM version 3.3.2

1)2013:05207 15:56:42 Reading settings file: C:\ProgramData'\Unipower\PQSM\PQSMSettings xmi

y 2013:05:07 15:56:43  Logged in to PC2010101201\sqlexpress. 1443

.1/2013:05:07 15:56:43  Loading language: eng

.\1)2013:05:07 15:56:48 Mail sent successfully totimmy jorgensen@unipower.se using server settings: 84.15.130.138,PQsecure....
\i)201 3:05:07 15:56:48  Saving generated reports to C:\ProgramData\Unipower\PQSM\GeneratedReports

j/ 2013:05:07 15:56:48  System checker component started.

1)2013:05:07 15:56:48  PQSM version 3.3.2 started

\i/2013:05:07 15:56:43  Scanning reports folder for available reports (C:\Program Files {x86)\Unipower\PQSM\PQReports)
j/ 2013:05:07 15:56:50 28 reports loaded successfully.

-

[\ﬁewlogﬁl&s] [ Save log ] [ Clear log ] [ Exit ]
[Running iErrors:O Wamings: 0 '.Localtime:15:56:55 i

Figure 64

Here you will have to fill in some required fields. See the picture below. Press Ok when all three tabs
are configured. Check the “Connect to the SQL Server with Windows Authentication” box.

Settings (=]

SQL server and Service settings | E-Mail settings l Advanced settings

@\‘ Database server
3 PC2010101201 sglexpress,

[#] Connect to the SQL server with Windows Authentication

vLocal periodic report storage path e
C:\ProgramData‘\Unipower\PQSM\GeneratedReports [3 )

[ Ok ][ Cancel ]

Figure 65 PQSM service and SQL Server settings
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A. Database server (Required field) - This is the network address to the SQL server to use. The

default value (local) works if PQSM and MS SQL Server are installed on the same server.

B. Press this button to change the default path where the periodic reports are locally stored. This
folder grows with reports, so choosing C: (system partition) may be a bad idea.

Note! If the server or the login-method (SQL/Windows-authentication) is changed. The service
has to be reinstalled. (see section 9.8.4)

(=]

Settings

' 5QL server and Service settings @i] settings I Advanced settings ‘

—_— — If any of these two
Database server N boxes are changed,
PC2010101201\sqlexpress, ) the service needs to

~{¥] Connect to the SQL server with ‘.*ﬁnddwhen@n be reinstalled.

Local periodic report storage path
C:\ProgramData‘\Unipower\PGSM\GeneratedReports E]

ok | [ cancet |
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Configure PQSM email settings.

@

Settings Bl

S0OL server and Service settings  E-Mail settings | Advanced settings |

™ Outgoing mail server [SMTF)

|smtp.company.com

Specify 'From' Address (sender address
required by most SHMTP servers)

B -
||ohn. smith{Bcompary. com

W Send E-mail to the following address on critical system events.

= |iohn.smith@company.con‘i

/QTESt E Mai

Y PT T

Ok | Cancel

Figure 66 PQSM Email settings

Outgoing mail server (SMTP) - This is the network address (or IP) to the SMTP server to
use. This is not required but no mail can be sent without it.

Specify ‘From’ Address - Most SMTP servers require this.

E-mail on critical system events — This is normally the administrator’s email address.
He/she will receive emails on critical system events or failures.

Test email — Press this button to test the email settings by sending an email to a recipient of
your choice.
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9.8.3 Advanced settings

Settings

SOL server and Service seffings | E-Mail setings  Advanced seftings

PASM zervice arguments Log filker
| L) Information -
SMTP server port &Wamings
g S 00m
. @) Debug messages
~ The SMTP zerver requires "T— Limit high

authentication
[l Limit o =

Uszer
Custom settings

Passward

Ok | Cancel

Figure 67 PQSM Email settings
A. SMTP server port — Normally email is sent using port 25. Some email systems may use a
different port.
B. SMTP authentication — Some SMTP servers require this.

Other settings in PQSM are described in the PQ Secure User Manual.
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9.84 PQSM Service Control and installing the PASM Service

Pressing the "PQSMService” button accesses the PQSMService control. From here the service can
be stopped/started or uninstalled/installed in case changes have been made to the configuration, thus
requiring a reinstall.

5

.
a2 PQSMService Control - =B X
/ PQSMService Status: Stopped
-
[ PQSM Service Manager - 3.3.2 Start
PQSMService tatus: U

. Run PQSM service as
1/2013:05:08 08:... Scanning reports folder for availg %
1)2013:05:08 08:...  PQSM version 3.3.2 started = SO
3)2013:05:08 08:... 28 reports loaded successfully. '
1)2013:05:0808:... Stopping service Password
J) 2013:05:08 08:... Mail sent successfully to timmy jo
1)2013:05:08 08:... Done working
1)2013:05:08 08:... Service stopped Uninstall Close

Viewlogfiles | [ Savelog | [ Clearlog | [ Exit |
[Stopped jE'rors:O Wamings: 0 "Localtime:11:33:01 ] y
Figure 68 PQSM Service Control

9.8.5 PQSM running normally

When the basic settings are made the installation is finished. The PQSM service has now been
installed and configured. The service will always be running in the background. The window that
appears (see Figure 69), this is the PQSM Service Manager. This application is the PQSM Service
front-end that lets you start /stop and configure the service.

D PQSM Service Manager - 3.3.2 ;,‘: = R
PQSMService Status: |Unipower PQSM - Running

1)2013:05:07 15:56:41  Done working

1)2013:05:07 15:56:41  Service stopped

)2013:05:07 15:56:42  Logging started to file: C:\ProgramData\Unipower\PQSM\PQSMLog log

1)2013:05:07 15:56:42  PQSM version 3.3.2

1)2013:05:07 15:56:42  Reading settings file: C:\ProgramData\Unipower\PQSM\PQSMSettings xmi

1)2013:05:07 15:56:43  Logged in to PC2010101201\sqlexpress, 1443

L)2013:05:07 15:56:43  Loading language: eng

/2013:05:07 15:56:48  Mail sent successfully to timmy jorgensen@unipower.se using server seftings: 84.15.130.138 PQsecure... |
1)2013:05:07 15:56:48  Saving generated reports to C:\ProgramData‘\Unipower\PQSM\GeneratedReports 3
1)2013:05:07 15:56:48  System checker component started.

1)2013:05:07 15:56:48  PQSM version 3.3.2 started

1)2013:05:07 15:56:49  Scanning reports folder for available reports (C:\Program Files {86}\Unipower\PQSM\PQReports)
1)2013:05:07 15:56:50 28 reports loaded successfully. =

[VlewloqﬁlesJL Save log ] LCIearIog ] L Exit

-Flunning |Emors: 0 Wamings: 0 iLocaHime: 15:56:55 Y

Figure 69
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9.9 Installing PQ Schedule

PQ Schedule should be installed in the Communications Computer.

The purpose of PQ Schedule is mainly to automatically download the data from the meters into the
database. After installation PQ Schedule is controlled from PQ Secure and you don’t need direct
access to the communications computer, which, like the server, is often placed in a separate
computer room.

Start by logging in as admin on the communication server that you wish to run PQSchedule from,
and close all running programs. Insert the PQ Secure Installation CD and wait for

the installation program to open (See Figure 49). Select “PQ Schedule” and complete the installation
wizard. Usually there is no need to make any changes so you can simply accept the recommended
settings.

Check that the search path is correct. We recommend:

C:\Program Files\Unipower\PQ Schedule

If the installation doesn’t start automatically, click on the Windows Start button and select Run. Use
the Browse button to open the file "Setup.exe™ in PQ Schedule\Disk1, and click on OK.

9.9.1 Configuration of PQ Schedule

PQ Schedule can be installed using either windows authentication or SQL server authentication
If Windows Authentication is intended, please refer to section 9.7

9.9.1.1 Configuring using SAL server authentication:

Choose this section or section 9.9.1.2 depending on the intended log in method. Unipower normally
recommends using Windows Authentication (9.9.1.2)

Through the windows start menu open PQSchedule.net. The first time PQ Schedule is started a
configuration wizard will start. If you previously configured PQ Schedule and wish to change the
configuration, the wizard can be accessed under “Tools”/”Configuration Wizard” on the PQSchedule
main window.

r Y
= Welcome lihj

Welcome!

This is the first time that you run the
PQSchedule application. if you have PQSecure
database running you can use this wizard to
configure the application. You can also do this
manually later. Click next to continue or Cancel
to close this wizard.

Cancel

Next>>

Figure 70
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Enter the SQL-
server’s name or
ip-adress

Server info

Flease specify the server name and natwork
adresz. The default sattings can be used to
connect to a locally installed database.

Windows authentication
\A erver netwark address

01122107 eqglexpress

w” Welcome @

Figure 71
= Welcome X
PQPort
Select the PQ St s Sttt PG
ystem.
Schedule port that K
you wish to use.
You can usually TNaPQPor
accept the [1Pc2010101201 -]
suggested port.
Cancel
Figure 72
If one or more =~ Welcome " @
modems are used, Modem
SeleCt them here. L Select a modem in the list below.
odem list
[¥] LSI HDA Modem
Cancel
<« Previous Finish ]

Figure 73

When the configuration asks to shut down PQ Schedule choose now, start the program again.
If the program starts without problems the configuration is successful. Close the program once more.

Through the windows start menu right click PQSchedule Service Control and choose run as
administrator. The PQSchedule Service Control will appear
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~

8 PQScheduleService Control Version 1.2.4860 = |8 23 X

PQScheduleService Status: PQScheduleService not availible

Install Run PQSchedule service as

@ Local system account
*) This account Domain\User

Password

[ Kill PQSchedule Net ] Close

Figure 74

If there is an old configuration on the system the install button will be greyed and un-clickable,
instead the uninstall button will be clickable, in this case choose to uninstall the configuration. PQ
Schedule will now uninstall the service and you will be able to configure it to your preferences.
Choose local system account and install the service using the install button.

After the service is installed the start button in the top left corner will no longer be greyed. Start the
service using this button.

Close the service control and reboot the server. When the server restarts check through windows task
manager that the service is running.

™
/= Windows Task Manager =@ X
' File Options  View Help
‘ Applications | Processes | Services | performance | Networking Users—l
Name PID Description Status Group &
PolicyAgent 4412  IPsec Policy Agent Running  NetworkSe...
Power 792 Power Running  DcomlLaunch
PQScheduleService 6764 PQScheduleService Running  N/A
PQSMService PQSMService Stopped NJA
ProfSvc 1036  User Profile Service Running  netsvcs
ProtectedStorage 632  Protected Storage Running
QDLService 2kHP 3064 Qualcomm Gobi 2000 Download Service (HP) Running N/A
QWAVE Quality Windows Audio Video Experience Stopped  LocalServic...
RasAuto Remote Access Auto Connection Manager Stopped netsvcs
RasMan 1036 Remote Access Connection Manager Running netsvcs
RemoteAccess Routing and Remote Access Stopped netsvcs
RemoteRegistry Remote Registry Stopped regsvc
RoxMediaDB10 RoxMediaDB 10 Stopped N/A
RpcEptMapper 868 RPC Endpoint Mapper Running RPCSS
Rpclocator Remote Procedure Call (RPC) Locator Stopped N/A -
%) services...
Processes: 108 CPU Usage: 34% Physical Memory: 71%
L
Figure 75

When the wizard is completed PQ Schedule starts and is ready to download data from the meters. PQ
Schedule should always be running on the communication computer and never be shut down. Note
that no special settings are needed for Ethernet/IP communication. If the computer is connected to a
network PQ Schedule will automatically use it.
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9.9.1.2 Configuring using Windows authentication:

Choose this section or section 9.9.1.1 depending on the intended log in method. Unipower normally
recommends using Windows Authentication (9.9.1.2)

Through the windows start menu open PQSchedule.net. The first time PQ Schedule is started a
configuration wizard will start. If you previously configured PQ Schedule and wish to change the
configuration, the wizard can be accessed under “Tools”/”’Configuration Wizard” on the PQSchedule

main window.
r;f" Welcome &J‘

Welcome!

This is the first time that you run the
PQSchedule application. if you have PQSecure
database running you can use this wizard to
configure the application. You can also do this
manually later. Click next to continue or Cancel
to close this wizard.

Figure 76
Check the Use Windows authentication box and fill the server network address.

g =—n
= Welcome . @

Serverinfo
Please specify the server name and network
adress. The defautlt settings can be used to

connect to a locally installed database.
Enter the SQL-
server’s name or \ Windows authentication
in-adress N erver network address
p \ PC2010101201\SQLEXPRE!

Cancel
<< Previous —Next» ]

Figure 77
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2 Welcome 2 ]
PQPort
Select the PQ e G
ystem.
Schedule port that s’
you wish to use. N
You can usually TNaPaPor
accept the [1Pc2010101201 -]
suggested port.
Cancel
Figure 78
If one or more = Welcome )
modems are used, Modem
select them here. || Select amodem inthe st below.
lodem list
[#] LSI HDA Modem
Cancel

Figure 79

When the configuration asks to shut down PQ Schedule choose now, start the program again.
If the program starts without problems the configuration is successful. Close the program once more.

Through the windows start menu right click PQSchedule Service Control and choose run as
administrator. The PQSchedule Service Control will appear
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>
8 PQScheduleService Control Version 1.2.4860

= B3] %)

PQScheduleService Status:

Install Run PQSchedule service as

@ Local system account
() This account

Password

| kil PQSchedule.Net

PQScheduleService not availible

Domain‘\User

Close

Figure 80

If there is an old configuration on the system the install button will be greyed and un-clickable,
instead the uninstall button will be clickable. In this case choose to uninstall the configuration. PQ
Schedule will now uninstall the service and you will be able to configure it to your preferences.

Now check the box named This account with the previously created user
PQSECURE_SERVICE@DOMAIN and fill the password box with the password for the user

PQSECURE_SERVICE.

8 PQScheduleService Control Version 1.2.4860

~

o B %

PQScheduleService Status:

Install Run PQSchedule service as

©) Local system account
@ This account  JIPOWER‘pgsecure_service

Password @

| KilPQScheduleNet |

PQScheduleService not availible

Domain‘\User

Close

A

A

Figure 81

After the service is installed the start button in the top left corner will no longer be greyed. Start the

service using this button.
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Close the service control and reboot the server. When the server restarts check through windows task
manager that the service is running.

™
w:! Windows Task Manager = B x
File. Optiens View Help
| applications | Processes | Services | performance | Networking | Usersii
P
Name PID Description Status Group o
PolicyAgent 4412  IPsec Policy Agent Running  NetworkSe...
Power 792 Power Running  DcomlLaunch
PQScheduleService 6764 PQScheduleService Running = N/A
PQSMService PQSMService Stopped N/A
ProfSvc 1036  User Profile Service Running netsves
ProtectedStorage 632  Protected Storage Running
QDLService 2kHP 3064 Qualcomm Gobi 2000 Download Service (HP) Running N/A
QWAVE Quality Windows Audio Video Experience Stopped LocalServic...
RasAuto Remote Access Auto Connection Manager Stopped netsvcs
RasMan 1036 Remote Access Connection Manager Running netsvcs
RemoteAccess Routing and Remote Access Stopped netsvcs
RemoteRegistry Remote Registry Stopped  regsvc
RoxMediaDB10 RoxMediaDB 10 Stopped  N/A
RpcEptMapper 868 RPC Endpoint Mapper Running RPCSS
Rpclocator Remote Procedure Call (RPC) Locator Stopped N/A ~
E‘S‘ Services...
Processes: 108 CPU Usage: 34% Physical Memory: 71%
|- >
Figure 82

When the wizard is completed PQ Schedule starts and is ready to download data from the meters. PQ
Schedule should always be running on the communication computer and never be shut down. Note
that no special settings are needed for Ethernet/IP communication. If the computer is connected to a
network PQ Schedule will automatically use it.

9.9.2 Installing UniLauncher

UniLauncher is a utility application that helps you to connect to your Unipower meters via USB.
When you connect the USB cable UniLauncher will automatically connect with the meter and launch
PQ Online.

Start by closing all running programs. Insert the PQ Secure Installation CD and wait for

the Installation program to open (See Figure 49). Select “UniLauncher” and complete the
installation wizard. Usually there is no need to make any changes so you can simply accept the
recommended settings.

If the installation doesn’t start automatically, click on the Windows Start button and select Run. Use

the Browse button to open the file "UniLauncherSetup.msi™ in the \UniLauncher cd folder, and click
on OK.

After installation the icon E should be seen in the system tray bottom right on the screen.

You can righ-click on it to access the menu:
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Connect to

Log L 3

Open download folder...

Language k

Properties...

About...

Exit

The settings can be found under Properties:

a UniLauncher settings E@

Start up with Windows
Try to connect to unit when a new Serial port is detected

i

Auto connect options
@ Ask me every time

71 Launch PG Online

@\ “) Dowrload data

C:%Users’johan.adofsson*Documents® Unipower.Downloaded Dz S
[] Erase data from unit after successful download

Figure 83
We recommend the above default settings.

The path to the folder in Figure 83 A is the location where data will be automatically downloaded by
UniLauncher.

To use UniLauncher, first connect the USB cable to the meter. Then connect it to the PC. After a few
seconds you should see a message that the meter is being connected and then a menu like in Figure
84. You can choose to start PQOnline (for configuration or realtime analysis) or you could select
download to transfer data. This is very practical and convenient.

Measuring unit 22104115 connected. Choose the
desired action.

[ Download ] [ PQCnline ] [ Cancel ]

Figure 84 Connecting'tﬁe USB cable
The very first time you connect your meter to the PC the system needs to install some drivers. Be
patient and wait (don 't pull out the USB cable and retry to fast! It could take 30-60 seconds to do the
installation)
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10 Installing licenses

Data from recorders in the system cannot be downloaded without a corresponding download license.
Other functions in the system may also have special licenses like reports.

The initial licenses are delivered on the installation CD but can also be added later e.g. if you add
more meters to the system.

The first time PQ Secure is started the delivered licenses are read automatically. To add licenses later
do like this:

Start PQ Secure. Click on the Tools option, then choose Manage Licenses.

Unipower PQ Secure - Unipower AB Intern |

File Tools Admin Help =

\ A
it e —

Load Workspace...
Save Workspace
Save Workspace As...

Language

Alarm settings

R

Show alarm window

Manage Licences
Manage Mailing Lists

Communication settings

Default view setting »

Figure 85

Click the Add button and paste the strings in to the opened field. When the licenses are pasted press
the Add button.

M lis e

i

Figure 86
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11 Backup of data

PQ Secure continuously collects data from the measuring devices and stores it in the SQL database.
Because of this the value of the database increases over time and it is essential that a backup of data
is regularly made to another physical location than the server’s hard disk. This is to protect data from
external risks like theft, fire and even sabotage as well as protect data against internal risks like
program or server crashes.

In PQ Secure all critical information is stored in the SQL database and it is sufficient to make
backups only of the database.

Consult with your IT manager regarding the best backup solution.

11.1  Backup of Microsoft SQL Server

Because Microsoft SQL Server locks the database files when running (which is all the time!) normal
file backup is not possible. There are different methods available and Unipower recommends the
following methods:

e A backup software that supports SQL Server is used. Consult with your IT administrator and
the backup supplier. With this method the SQL Server can be left running at all times.

e The SQL Server is configured to copy data at regular intervals into a backup file. This backup
file is not locked by the SQL Server and can be copied by the normal file backup system.
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12 APPENDIX - COMISSIONING CHECKLISTS

12.1  Server Checklist
Use this checklist when you install a new PQ Secure server.

1 PQ Secure Server installation ‘ OK ‘ Comments
PQ Secure system user contact information:

Company:

Name:

E-mail:

Telephone:

Installation date:

1.0 | PQ Secure installation CD version:
Information about server:

Operating system and version:
Minimum requirement: Windows server 2008

Brand and model:

1.1 CPU:
minimum requirement: multi core CPU

RAM:
minimum 4GB required

HD Controller: [0 RAID 5 O Other:

Server name in network:

1.2 | Is server protected by UPS (Uninterruptible power supply)?

13 Database drive:
’ Minimum requirement: database should be stored on a separate drive (D:)

1.4 | Check that there is free space on system partition C: GB free

Check that there is sufficient free space on partition D: GB free
1.5 | Hard drive should be able to store at least 5 years of data

(no. of meters) * (1,6GB) = *1,6= GB required

1.6 | Discuss server capacity and expansion needs in the future.
Is there enough RAM when data grows?

1.7 If needed: install Microsoft .NET Framework 2.0 & 4.0 U

Install SQL Server. Version: n
1.8 | Minimum requirement SQL Server 2008 or newer
For checklist see “Installing Microsoft SQL Server 2008”

1.9 |Install SQL Server management studio and SQL Server configuration manager [l

1.10 | SQL Server's complete instance name in network (serveninstance): ]

96



i

UNIPOWER .
LT Installation manual PQ Secure
]
]

L.11 |if needed: install SQL Server service pack (version: )

112 | |pstall PQ Secure (Client application) (version: )

SQL Server authentication:
If you wish to use mixed mode authentication continue to section 2.0

If you wish to use Windows authentication continue to section 3.0

2.0 |Log on tothe SQL Server using SQL Server Management Studio. Log in as
“sa”.

2.1 Right click “Databases” and add a new database named “PQSecure”.

2.2 | Create a service account for Unipower with administrator rights in the SQL
server. This for future service work.

0| O g o

2.3 | Run DBWizard and create the PQSecure database.
(db version: )

If DBWizard fails to run the scripts for creating the database, run the following
scripts (available on the PQ Secure CD) in the stated order:
users.sql

2.4 .
tables_permissions.sql
procedures.sql
procedures_sqlauth.sq
25 Set recovery model to “simple” (database— properties— options) to avoid 0

growing transaction log.

Continue to section 4.0

3.0 |Askthe domain admin to create the “PQSECURE_SERVICE” Windows user.
This user must be local admin for the server running PQSchedule and PQSM.

3.1 | Ask the local Database admin (DBA) to create a database named “PQSecure”
in the SQL-server.

3.2 | Logon to the server with an administrator account. Run DBWizard and create L]
the PQSecure database. (db version: )

If DBWizard fails to run the scripts for creating the database, run the following
scripts (available on the PQ Secure CD) in the stated order:

3.3 | users_winauth.sql

tables_permissions.sql

procedures.sql

procedures_winauth.sql

3.4 | Setrecovery model to “simple” using SQL Server Management Studio L]
(database— properties— options) to avoid growing transaction log.

3.5 |Ask DBA to add users to the database and give all the users including the L]
PQSECURE_SERVICE the “admin_role” for the PQSecure database.

4.0 |nstall PQSM (version: ) D

4.1 Start PQSM Service Control as “run as administrator”.

Set the address to the sql-server (See 1.5)
4.2 | If you want to use windows authentication to the server check the box,
otherwise leave it unchecked.
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43 Decide the folder for periodic reports. This folder grows, so choosing C: (system | []
) partition) may be a bad idea.

4.4 | Set up SMTP server and test email. [

4.5 | Set up email receiver for system warnings and error messages l

If the system uses windows authentication continue to section 5

If the system uses mixed mode authentication continue to section 6

5.0 |Install and start the service with the user account “PQSecure_Service” 0

5.1 | Re-boot server and verify that SQL Server and PQSM start normally. 0

Continue to section 7

6.0 | Logon to the server with an administrator account

L]
6.1 | Install and start the PQSM Service by using “Local system account” ]
6.2 | Re-boot server and verify that SQL Server and PQSM start normally. ]

7 Backup of PQSecure database

Does the customer’s IT department handle backup? []Yes [] No

7.1 |If “Yes” we assume that backup is taken periodically to another physical location with
for example DAT-tapes.

Only if 5.1 is answered with No:

& Talk to IT department to set up a backup for the PQSecure database.
Only if 5.1 is answered with No:
73 If there is no backup solution:
) Using SQL Management Studio add a device and set up an agent job to run backup
to file (device)
74 Only if 5.1 is answered with No:

Verify that the backup file is regularly moved to another physical location.

8.0 | Open the SQL Server Configuration Manager and check which port the server ]
communicates over: Port no:
8.1 | Start the PQ Secure client application and log in to the database as admin 0
Go to Admin-> Tools and set the “Default Measure Unit Time Zone” to “(UTC) n
8.2 | coordinated Universal Time” and the “Default Database Time Zone” to the local
time zone
8.3 | Go to the Users tab and add users to the system 0
The above points have been discussed:
Date: / -
Installation performed by (Unipower representative): Unipower rep. contact information

Installation performed by (customer):
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122 Communications Server Checklist
Use this checklist when you prepare the communications computer for PQ Secure the first time.

1 Installation of communications server OK | Comments

Customer contact information:

Company:

Name:

E-mail:

Telephone:

Customer/company information:

Installation date:

Is communications server and PQSecure server the same machine?
1.1 | If not, state communications server's complete network address: [

2.0 | Version of PQ Secure installation CD:

2.1 If needed: install Microsoft .NET Framework 2.0 & 4.0 0
2.2 ||nstall PQ Online (Version: ) .
2.3 |Install PQ Schedule (Version: ) .

Start PQ Schedule.net as admin. Complete the Configuration Wizard.

- Set server address.

- Select unique port number. First time a new number is created

231 U

automatically.

- Select which of the server's modems that shall

be used.

2.3.2 | Quit PQ Schedule

Start the PQ Schedule Service control. When the service starts PQ Schedule
2.3.3 | should start automatically. You may not see it since the service logs in as
another user. Check all processes in task manager.

If you use windows authentication choose to Run PQSchedule service as
“This account” and enter the login credentials for the user
PQSECURE_SERVICE. 0
If you use SQL authentication choose to Run PQSchedule service as “Local
system account”

2.3.4 | Install and start the service U
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List all communications devices on the server that are used (Make, model, etc
for modems and other devices)
Example: PSTN Modem, US Robotics 56k FAX EXT with serial interface

2.4 ]

Meters will be synchronized with the communications server’s time. Select time
system by editing the PQ Port in PQ Secure. Circle chosen option:

25 a) Local time (including daylight saving time). (Default). ]
b) Normal time (UTC+1 for Sweden). No daylight saving.
c) Pure UTC (UTC+0)
d) Other time zone

Make sure the server’s clock is automatically synchronized with a time server ]

2.6 .
(atomic clock)
27 Re-boot_the communications server and verify that PQ Schedule starts ]
) automatically (use task manager).
28 Use Task Manager to make sure only one instance of PQ Schedule runs on the | []

Server.

The above points have been discussed:

Date: / -

Installation performed by (Unipower representative): Unipower rep. contact information

Installation performed by (customer):
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12.3 Client Computer Checklist
Use this checklist when you install PQ Secure on a client computer.

1 Client computer installation OK | Comments
Customer contact information:

Company:

Name:

E-mail:

Telephone:

Customer/company information:

Installation date:

1.0 | Version of PQ Secure installation CD:

1.1 If needed: install Microsoft .NET Framework 2.0 & 4.0

1.2 |nstall PQ Secure application (Version: )

1.3 If needed: Install PQ Online

O g oo oo

1.4 | Start PQ Secure, create the database connection and try to log in.

The above points have been discussed:

Date: / -

Installation performed by (Unipower representative): Unipower rep. contact information

Installation performed by (customer):
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124  Meter Installation Checklist
Use this checklist when you install a new meter on site.

1 Configuration of meters OK | Comments

For each meter, complete the following section

Customer contact information:

Company:

Name:

E-mail:

Telephone:

Customer/company information:

Installation date:

1.0 PQ Secure installation CD version:
Information about meter:

Meter name:

Serial no:

Tel. no (modem):

IP-address (local):

Location:

Location label:

1.1 Line: ]

Bus bar:

Group:

Cabinet:

Voltage level (primary/secondary):

Supply voltage: Jac Obc

Supply voltage protection (UPS): J yes [ No
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1.2 Installed communication equipment
Ethernet
Unit IP:
1.2.1 | Gateway: D
Subnet mask:
Modem
] PSTN ] I1SDN L] Gsm
1.2.3 ]
Phone no:
GPRS/3G Modem
124 |UnitIP: ]
Port number:
1.3 Configuration
State type of wiring connection:
1) Single phase O
2) 3 wire 2CT 2PT ([
131 3)3 wire 3CT 3PT ([
4) 4 wire U
5) 3 wire 2CT 3PT ([
6) 3 wire 3CT 2PT O
1.3.2 | Channel Reference Transformer ratio
" voltage/current
Ul
u2
U3
u4
O
11
12
13
14
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1.4 Configure using PQ Online

141 Set suitgble storage intervals (10 min except 120 min PLT and 60 min Power 0
Harmonics, 60 min power)

1.4.2 | Sag/swell trig U1-U3: 10% [l

1.4.3 | Sag/Swell record time: 2,5 s ]

1.4.4 | Sag/Swell pretrig: 100 ms ]

1.45 | Sag/Swell waveform 16 points/cycle ]

1.4.6 | Sag/Swell hysteresis 2% ]

147 Sag/SweII.inding reference if meter is connected to MV or HV. On LV fixed 0
reference is usually preferable.

1.4.8 | Transient trig U1-U3: 50% ]

1.4.9 |Harmonics: 50 ]

1.4.10 | Harmonics: phase angles: 0 ]

1.4.11 | Flicker 120V if LV-grid is 120V nominal otherwise always 230V ]

1.4.12 | Set the time in the meter (View -> Unit Status -> Set Time) ]
Channel U4

1.4.13 |IsU4used? YES __ NO____ IfNO, skipto 2.0. [l
Select suitable U4 sag/swell trig. Recommended trig/Uref=10%

1.4.14 | If ground fault monitoring select ca 10% of nominal voltage. O
Note! Value is stated in Volts.

1.4.15 | Select suitable U4 transient trig. Recommended trig/Uref=50% ]
Channel 14

1.4.16 |Isl4used? YES NO ]
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2 Check the connection/wiring
Check nearby equipment to ensure that the voltage, current and power is equal
2.1 ; L]
to the measured values in the meter.
Check vector diagram. The voltage phase sequence should be
U1 red (0°) U2 green (-120°) U3 blue (+120°)
2.2 = L]
Check vector diagram. Each current should be within +/-90° from its
corresponding voltage
2.3 [
2.4 | Check that PF is >0.7 on all phases as well as total ]
2.5 | Check that P is positive for each phase (if not measuring on a generator) L]
2.6 | Check that unbalance is low (high value means wrong phase sequence) ]
Select transfer data a few times. Cancel the transfer and verify that there isn’t a
2.7 . i~ . _ O
continuous trigging of sag/swells or transients due to bad settings.
2.8 | Erase all old data in the meter ]

The above points have been discussed:

Date: / -

Installation performed by (Unipower representative): Unipower rep. contact information

Installation performed by (customer):
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125 Checklist when adding a meter in PQ Secure

Use this checklist after you have installed a new meter on site and you are adding it to the PQ Secure
system.

1 Configuration of each meter in PQSecure OK | Comments

Customer contact information:

Company:

Name:

E-mail:

Telephone:

Customer/company information:

Installation date:

1.0 | Click the Tools tab in PQ Secure, choose “Manage Licenses” and add the license for the meter. O
1.1 | Right click the database and log in as admin L]
1.1.1 | Right click the “Meters” folder and choose “Create New Measure Site...” L]
Fill the site name, meter serial number, nominal frequency, reference voltage, nominal current
1.1.2 | and the ratios (compare the entered value to the installation checklist). If there are further fields [
in the “Meter Information” tab you can fill, do so.
In the “Communication” tab choose the communication method (RS232, Ethernet, modem etc.) =

1.1.3 | and configure the available settings. Set the download segment size (200Kb is highly
recommended),

The location and information tab is strictly information for yourself. In the Meter config tab you
can read the current configuration in the meter. (This is only available after first download)

The Time Zone Settings is highly recommended that you leave as is. If there are certain

1.14 . . . - .
requirements regarding time zones you may configure this here.

When your desired settings are configured click Add. The meter is now added and can be seen | []

115 under the “Meters” tab in the left side of PQ Secure.

Download schedule

1.2 | Right click the meter that you just added and choose “Add download schedule(s)...” L]

Set the next time of action, the interval, the port and the command. Set the command to ]

1.2.1 “Download data” unless you only wish to download the meters data only once.

Normally once per day is recommended. Dispense the downloads between 00 and 07 when the
load on the server is low.

Always initiate the download in the middle of a storage interval. Example: if the storage interval
is 10 minutes, initiate download at xx hours 05 minutes.

1.2.2 | Test the schedule by right-clicking on it and select download now. O]
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1.3 | Email list, reports and alarms

1.3.1 | (optional) Add alarm for sag/swell. Email to mail list.

1.3.2 | (optional) Add weekly report. Email to mail list.

1.3.3 | (optional) Add monthly report. Email to mail list.

1.3.4 | (optional) Add quarterly report. Email to mail list.

O ogg

1.3.5 | (optional) Add yearly report. Email to mail list.

For each report choose to “Edit MailList” and add a new email list with the users specified.

The above points have been discussed:

Date: / -

Installation performed by (Unipower representative): Unipower rep. contact information

Installation performed by (customer):
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126

PQSecure Update checklist

Update

‘ OK |Comments

PQ Secure system user contact information:

Company:

Name:

E-mail:

Telephone:

Installation date:

Check server and SQL Server

11

Communication server
Server name/IP:

Database server

Operating system:

Server name/IP:

SQL instance name:

SQL port no:

SQL connection string:

(example: SERVER\SQL3,1234)

1.2

Check the log-files in the server.
Control panel-> Administrative tools-> Event viewer.
Look for errors.

1.3

Start DB Maintenance.

1.3.1

SQL Server version (Read this from DB Maintenance):

If SQL version is 2005 or older, recommend upgrade to newer SQL
version. Microsoft and Unipower do not support SQL 2005 or older.

1.4

Check the database server storage space on the partition that the
database files are placed on. There should be enough storage space for at
least 2 more years of measurement data.

Database size today GB

Free hard drive storage space: GB

Yearly growth = no. of meters * 0,32 GBlyear = GB

15

Check that the system partition C: is not full! Database files shall be
placed on a separate partition (Not C:)

1.6

Are the servers protected by UPS?

Before upgrade

2.1

If windows authentication is used, log on with a user with admin
permissions on the communication server.

O

2.2

Copy the PQ Secure CD to an appropriate hard disk partition and place it
in a Unipower catalogue for future use or maintenance.

O

2.3

PQSchedule version: (Note: not PQSched

ule Service Control!)

2.4

PQ Secure version:
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2.5

PQSM version:

2.6 PQOnline version:
2.7 PQ Secure database version:
238 Check the PQSchedule log files on the server. Search for potential faults. 0
) If needed, bring the log files back to Unipower for evaluation.
59 Check the PQSM log files on the server and search for potential faults. [
) If needed, send the log files to Unipower for evaluation.
210 Start PQSM with “Run as admin”. [
) Stop the PQSM service.
211 Check the PQSM configuration: 0
) Change the periodic reports storage folder from %Appdata% (see 1.7)
The reports are automatically stored in the database. Should these reports
2.12 )
also be stored on disc? If not, remove these.
3 Upgrade PQ Secure (installation/configuration)
31 PQ Secure installation CD version:
3.2 Uninstall + install PQOnline (version: ) U
3.3 Uninstall + install PQ Secure (version: ) U
34 Pause all schedules in PQ Secure in order to not interfere with the [
) following section.
3.5 Through the PQSchedule Service Control, stop the PQ Schedule Service. 0
3.6 Uninstall PQ Schedule 0
Run DBWizard and upgrade the database
Version after upgrade:
3.7 . . . [
If DBWizard fails with the update, run the scripts to upgrade to the latest
db. version (for example with: update 15.0 to 15.1.sq]) followed by the
scripts in section 3.7.1 or 3.7.2 these scripts can be found under:
..\DBwizard\Update\
If the server runs with Windows authentication, run the following scripts
in the stated order.
3.7.1 o ]
tables_permissions.sql
procedures.sql
procedures_winauth.sql
If the server runs with Mixed mode and SA login, run the following scripts
in the stated order.
3.7.2 o ]
tables_permissions.sql
procedures.sql
procedures_sglauth.sql
3.8 Install the new PQ Schedule (Version: ) U
3.9.0 | uninstall + install PQSM (Version: ) U
Start PQSM Service Manager by “Run as admin” to be able to make
changes in the settings.
3.10.1 | Do all the settings including the SMTP and test sending emails. ]
Check the box for windows verification if that method is used in the
database.
Start the service by pressing the button “PQSM Service”. If PQSM runs
3.10.2 | with windows authentication the user that runs the service must a local ]
admin on the computer.
3.11 Name or IP to SMTP mail server:
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Note! Without the SMTP server vital system functions will not be available!
Specific port (if any) to the SMTP: __ (standard port is 25)

Through the PQSchedule Service Control: Uninstall and install the PQ

3.12 Schedule service. START the PQ Schedule Service. ]
If the service does not start uninstall and install the service once.

3.13 Start all schedules in PQ Secure. [l
Verify that PQSchedule is running by through PQ Secure choose and

3.14 show the active PQ Port. Check that the time updates regularly. ]
Note! The clock should update every 10 seconds.

4 Maintenance of the database
Check the systems time zone in PQ Secure through the Admin menu in
PQ Secure.

4.1 Unipower recommends: ]
Default meter Time Zone: UTC
Default Database Time Zone: Local time
Check the response time and ensure that indexes work properly.

Plot a month’s measurement data for two meters. This should not take

421
longer than 10 — 15 seconds.

Check the indexes on the server by running the following scripts in the

4.2.2 SQL management studio: “select count (1) from cvtable”. ]
The time to run this script should not exceed 15sec for a 200GB database.

If the script above takes longer than one minute, rebuild the indexes by
423 runnir_]g the s_cript_ “indexes.sql” f[hat is ave_lilable on your PQ Secure CD.
o Warning! This will take a long time, consider doing this at the end of the
day before leaving the office.
424 After 4.3, repeat the test of the indexes. If the response time has not
- improved check the server’s capacity. Is there enough RAM?
43 Perform the setting for recovery model simple (database properties, [
) options) to avoid a growing transaction log.
4.4 Run script “TablesMissingldentityColumn.sgl” in SQL Management Studio. | []
441 If the result of 4.4 is empty, that is good. That means that no tables lack 0
o ID. Skip 4.4.2 and 4.4.3.
If the result of 4.4 is that several or all tables lacks ID run script
“createlD.sqgl”. WARNING! This script takes very long time (160GB ~ 5h).

4.4.2 Do this in the absolute end of your work or over a night. ]
The PQ Secure system can be used during the run of this script. The
transaction log file will grow a lot during the run of this script.

443 ¥Yhen done with 4.4.2 do a shrink on the PQ Secure database file and log 0

ile.

5 Check the Backup routine
Does the IT department handle backup? [] Yes [ No

5.1 If “Yes” we assume that backup is taken periodically to another physical
location with for example DAT-tapes.

Only if 5.1 is answered with No:

5.2 If the built in backup in the SQL server is used, verify the backup log.

Search for errors.
Only if 5.1 is answered with No:

5.3 If there is no backup solution:

Add a device and set up an agent job to run backup to file (device)

54 Only if 5.1 is answered with No:

Verify that the backup file is regularly moved to another physical location.
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6 Checking the meters
6.1 Check that the communication is working to all meters.
) (No. meters: )
6.2 Check the settings and configuration of each meter through PQ Online.
Check that settings for partial download (in PQ Secure).
6.3 Recommended settings is 200 kb for modem connection. If the meters are ]
connected via Ethernet choose All data.
Check the measurement data through PQ Secure.
6.4 Verify that data is downloaded continuously, no overtrigging of events O]
occurs and that the data seems correct.
6.5 Check the download schedules. Right click and choose “Download now”. ]
7 Reports and alarms
71 Inform the email-recipients that we are about to test the automatic reports O]
) and that many emails might be sent to their inboxes.
7.2 Are automatic reports used? Yes/No
7.2.1 |If 7.1is answered with No, discuss to add reports.
For each automatic report: Verify that the recipients email address exists
7.2.2 | and is functioning by sending the last report again (open periodic reports
and move the start date one interval back).
Check each report:
7.2.3 | Remove any email address in the “To"-field. Instead use the email list
function.
7924 Verify all email lists, are the correct recipients receiving the correct emails?
o Yes/No
73 Check each report and update the settings. (open the settings, save the
) settings). Ensure that the customers logo is in every report.
7.4.1 | Are there alarms for disturbances? Yes/No
742 If 7.2 is answered with No, discuss if automatic email alarms shall be
o configured.
743 For each email alarm: Verify that recipients email address exists and works. O
T Verify for example sag/swell by trigging a manual trig with PQ Online.
8 PQ Secure news
8.1 Open the document PQ Secure news and go through each new function. ]
8.2 Inform about user courses. Is there staff who might need a course? ]
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9 General questions ‘
91 What are the main functions/areas of use for the Power Quality
’ measurement system?
9.2 What personnel uses the system today?
9.3 Are there any problems/faults you would like to address?
Are you missing any functions?
9.4 Do you have any thoughts about functions you would like to see
implemented?
9.5 Any other comments/questions you would like to address?

The above points have been discussed:

Date:

/ -

Installation performed by:

Name

in text:

Customer information:

Installation approved by (customer):

Name in text:
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